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1. Application of the programme MONAS-NET

Programme Monas-NET is network-based programme of centralized monitoring. It
is applied in central monitoring stations for reception and displaying of alarm messages,
received from protected objects via different communication channels.

Monitoring programme Monas-NET receives messages from security or fire
protection systems and displays including data available in data bases of the objects
under protection. The programme provides personnel with information on the monitor in
a form comfortable for monitoring and enables to react operative towards current
situation.

The programme enables operator to record notes on reaction course automatically
and/or under established timetable observes switching security system on/off; it
automatically observes well-timed reception of signals on communication test and
notifies in a case of their absence. The programme also enables to prepare precise
report of received messages and actions of personnel.

2. Protection of the programme

Electronic security key which is connected to the computer through a USB port is
used for security of the programme. The key provides options for programme use
following the amount of protected objects and protects from unauthorized access.

Attention!!! Without a security key the programme Monas-NET supports for up to
thirty objects available in data base.
This is Monas-NET DEMO version.

3. Programme components
Programme Monas-NET is comprised of several components:
e Data base control programme MySQL ver.4.1;
e Programme Monas-NET server ;
e Programme Monas-NET client ;
Programme MySQL controls the whole data base of protected objects and
received messages.
Programme Monas-NET server provides reception of information from peripheral
sources and communication between programmes MySQL and Monas-NET client.
Monas-NET client displays received information including information of data
bases. Working places with the programme Monas-NET client is restricted in terms of
local network only.

4. PC requirements
Minimal PC requirements for server MySQL;
e Pentium 4... 2GHz processor;
e Windows 2000, XP, sever 2003 operation system;
e 512 MB of RAM;
e 4GB of free space on a hard disk drive;
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Minimal PC requirements for operation with the programmes Monas-NET server
and Monas-NET client:
e Pentium 4 2GHz processor;
e Windows 2000, XP, sever 2003 OS;
e 512 MB of RAM;
e 50MB of free space on a hard disk drive;

Computers should operate in local network. PC with installed application Monas-
NET client must be provided with sound card and loudspeakers.
In order to print reports printer must be connected to.

5. Properties of the programme

Programme Monas-NET enables to create data base for protected objects, to add
new information to it; it displays received messages on the monitor including data
available in data base, automatically observes well-timed reception of signals of
communication test as objects are being closed and opened as well as enables to enter
reaction notes and to conclude full report of received messages and actions of
personnel.

Programme Monas-NET:

e Automatically displays received messages on the monitor including data
available in data base;
Reception of messages is accompanied with different sound signals;
Provides various possibilities for personnel to use the programme;
Enables personnel to add notes of reaction;
Automatically controls well-timed reception of messages on
communication test with protected object;
Automatically observes switching security system on/off for indicated
objects;
Records time of message reception;
Records personnel’s reaction time towards received message;
Stores received messages and reaction notes in archive;
Automatically following set time reminds personnel about marked events;

Programme Monas-NET enables:
e To receive information from different equipment, operating via various
communication channels in different protocols;
e To display received information on the monitor together with data available
in data base;
e To create and to manage data base for protected objects;
To set required sequence and components of information displayed on the
monitor;
To distribute information flows via various work places;
To channel information flow into other programme or PC;
To enter summer/winter time;
To carry out operative data search in s data base;
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e To prepare accurate report about events and reactions towards these
events;

e To periodically copy data base and to save it to specified drives;

e To select language (LT, RU, EN);

6. Installation of the programme

6.1. Local computer network

Programme MONAS-NET may be installed in one computer or in several
computers, operating in local network. If programme is applied in computers, operating
in local network, all network settings completed before installation of the programme.

6.2. Installation of My SQL

Firstly programme MySQL should be installed. Usually it should be installed to the
same server, where application Monas-NET server will be installed to. Programme
MySQL ver. 4.1 should be installed following the order below (MySQL installation
manual).

6.2.1. Select MYSQL install in Monas-NET install v1.43 installation wizard.
Activate file mysqgl-essential-4.1.19-win32.msi.

Open File - Security Warning g|

The publizher could not be verified. Are you sure pou want to
run thiz software?

Mame: mysgl-essential-4.1,19-win3z.msi
Publizher:  Unknown Publizher
Type: Windows Installer Package

Fram: D:iinstall

Run ]| Cancel |

Always azk before opening this file

Thig file does not have a valid digital signature that verifies itz
publizher. You should only run software from publishers you tust.
How can | decide what software to mun?

6.2.2. In the window press [Run] and the next window will be displayed.

i‘k\g MySOL Server 4.1 - Setup Wizard

Welcome to the Setup Wizard for MySQL
Server 4.1

The Setup Wizard will install MySQL Server 4.1 release 4,1,19
an your computer. Ta continue, dlick Mext,

WHARNING: This program is protected by copyright law,

| Mext= | [ Cancel ]
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6.2.3. Press key [Next].

1% MySOL Server 4.1 - Setup Wizard

Setup Type

Choose the setup type that best suits your needs,

Please select a setup type.

O Typical
—d Commaon program Features will be installed, Recommended For

Ll
Lo ) general use,

() Complete

— Al program Features will be installed, (Requires the most disk.
‘& o space)
[ 1

—d Choose which program Features you want installed and where they
o ? will be installed, Recommended for advanced users.
-

[ < Back. ” Mext = I [

Cancel

6.2.4. Select position [Custom] and press [Next].

1% MySOL Server 4.1 - Setup Wizard

Custom Setup

Select the program features you want installed,

Click an an ican in the lisk below to change how a feature is installed,

Feature Description

executables,

¥ - | CInclude Files | Lib Files

your hard drive.

Install ko
Ci\Program FilesiMySQLMySOL Server 4,1

Installs the MySQL-server

This Feature requires S120KE on

< Back. ” Mext = I [

[

Cancel ]

6.2.5. Here it is possible to specify the place for MySQL data base storage. If it is

necessary to change the place of storage, press [Change],

if no — press key [Next].

i MySQL Server 4.1 - Setup Wizard

Change Current Destination Folder

Erowse to the destination folder,

Look in:

| (23 Mys0L Server 4.1

Y & o

[data

Falder name:

JerimysaL

OF,

J [

Cancel

6.2.6. Specify MySQL storage place and press [OK].
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1% MySOL Server 4.1 - Setup Wizard

Ready to Install the Program
The wizard is ready to begin installation,

IF you want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Current Setkings:

Setup Type:

Custam

Destination Folder:
CiiMySQLY

[ <Back |f Instal [ Cancel

6.2.7. In this window press [Install].
6.2.8. New window will be displayed. In this window select position [Skip Sing-Up]
and press key [Next].

MySOL.com Sign Up - Setup Wizard

MySQL.com Sign-Up /
Login ar create a new MySQL. cam account. 4

Flease log in or select the option ko create a new account,

Otreate a new free MySQL.com account

IF vou da not vet have a MySQL.com account, select this
option and complete the Follawing three steps.

OLogin to MySQL.com

Select this option if you already have & MySQL.com account,
Please specify vour login information below.

Email address: | |

Passwiord: | |

(&) skip sign-Up

[ Next > ] [ Cancel ]

i MySOL Server 4.1 - Setup Wizard

wizard Completed

Setup has finished installing MySQL Server 4.1, Click Finish to
et the wizard,

Configure the MySQL Server now
Use this option to generate an optimized MyS0L config
file, setup a Windows service running on a dedicated part
and to set the password for the root account.

6.2.9. Select position [Configure the MySQL Server now] and press [Finish].
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MySOL Server Instance Configuration Wizard

welcome to the MySOL Server Instance
Configuration Wizard 1.0.8

The Configuration Wizard will allow vou ko configure the
My3SQL Server 4,1 server instance, To Continue, click
Mext,

MHSL_;!RL

Next > 1 [ Cancel ]

6.2.10. Press key [Next].

MySOL Server Instance Configuration Wizard
MyS0L Server Instance Configuration /
Configure the MySQL Server 4.1 server instance.

Flease select a configuration kype,

() Detailed Configuration

L choose this configuration type ko create the optimal server setup For
i _:_' this machine.

() Standard Configuration
“L%  Use this only on machines that do not already have a MySQL server
> installation. This will use a general purpase configuration far the
server that can be kuned manually,

[ < Back ] I Pk = 1 [ Cancel ]

6.2.11. Select [Detailed Configuration] and press [Next].

MySOL Server Instance Configuration Wizard
MySQL Server Instance Configuration 4
Configure the MySCL Server 4.1 server instance. "

Please select a server type. This will influence memory, disk and CPU usage.

() Developer Machine
- This is a development machine, and many other applications will be
run o it, MySQL Server should only use a minimal amount of
Memary,

(%) server Machine
Several server applications will be running on this machine. Choose
$ this option For webyapplication servers, MySQL will have medium
Memary Usage,

( pedicated MySQL Server Machine
@] This machine is dedicated to run the MySQL Database Server. ko
e . other servers, such as a web or mail server, will be run, MySQL will
b “ utilize up to all available memary.

< Back I I Next > 1 [ Cancel ]

6.2.12. Select [Server Machine] and press [Next].
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MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 4.1 server instance.

Please select a server bype, This will influence memory, disk and CPU usage.

() Developer Machine
This i5 a development machine, and many other applications will be
run on ik, MySQL Server should only use a minimal amount of
memary,

(%) Server Machine
= Several server applications will be running on this machine. Choose
this option For web/application servers. MySQL will have medium
S5 memaory usage.

() Dedicated MySQL Server Machine
= This machine is dedicated to run the MySOL Database Server, Mo
other servers, such as a web or mail server, will be run. MySQL will
b - utilize up to all available memory,

[ < Back ] [ Next = ] [ Cancel ]

6.2.13. Select [Multifunctional Database] and press [Next].

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the My3SQL Server 4.1 server instance.

Flease select the database usage,

(%) Multifunctional Database
General purpose databases. This will optimize the server for the use
\-_J of the fast transactional InnoDE storage engine and the high speed
MyISAM storage engine.

) Transactional Database Only

| Optimized for application servers and transactional web applications,
z This will make InnoDE the main storage engine. Mote that the
WS MyISAM engine can stil be used,

() Non-Transactional Database Only

Suited far simple web applications, monitaring or logging applications
as well as analysis programs. Only the non-transactional MyISAM
storage engine will be activated.

[ < Back I [ et > ] [ Cancel ]

6.2.14. Press key [Next].

MySOL Server Instance Configuration Wizard

MyS0L Server Instance Configuration

Configure the MySQL Server 4.1 server instance.

Flease select the drive For the InnoDE datafile, if you do not want to use the default settings,

InnoDB Tablespace Settings

~ = Please choose the drive and directory where the InnoDE tablespace
r\l@ should be placed.

IC: vl |Installation Path

Drive Info

olurne Narne:
File System: NTFS

[l 152 GE Diskspace Used [] 408,1 MB Free Diskspace

< Back ] I Pk = 1 [ Cancel ]
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6.2.15. Select [Decision Support (DSS)/OLAP] and press [Next].

MySOL Server Instance Configuration Wizard
MySQL Server Instance Configuration J
Configure the MySCL Server 4.1 server instance. 3

Flease set the approximate number of concurrenct connections ko the server,

(% Decision Support (DSS)/OLAP
e Select this option For database applications that will not require &
high number of concurrent connections, & number of 20 connections
will be assurned.

() online Transaction Processing {OLTP)
Choose this option for highly concurrent applications that may have
ak any one time up ko 500 active connections such as heavily loaded
web servers,

() Manual Setting
Aég Flease enter the approximate number of concurrent connections.
L]

' Concurrent connections; §L15 |

< Back I I Next > 1 [ Cancel ]

MySQL Server Instance Configuration Wizard
MySQL Server Instance Configuration J
Configure the MySQL Server 4,1 server instance, 3

Please set the networking options,

Enable TCP/IP Networking
= Enable this to allow TCP(IP connections, When disabled, only local
i connections through named pipes are allowed,
=)
Port Mumber:

[ < Back ] l Pk > } [ Cancel ]

6.2.16. Check checkbox [Enable TCP/IP Networking], port number 3306 and

press [Next].

MySOL Server Instance Configuration Wizard

MyS0L Server Instance Configuration
Configure the MySQL Server 4.1 server instance. 3
Please select: the default character set.

() Standard Character Set
Makes Latind the default charset, This character set is suited For
English and other wWest European languages,

() Best Support For Multilingualism

Make UTFS the default character set. This is the recommended
character set for storing text in many different languages,

(")Manual Selected Default Character Set / Collation
Please specify the character sef to use,

Character Set: IL\atlnl ~|

[ < Back ] I Pk = 1 [ Cancel

]

6.2.17. Select [Standard Character Set] and press [Next].
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MySOL Server Instance Configuration Wizard
MySQL Server Instance Configuration 4
Configure the MySCL Server 4.1 server instance. o 4

Flease set the Windows options,

Install As Windows Service
£ This is the recommended way ta run the MySGL server

@ on Windows,
Service Name: éi‘dySQL -vl
Launch the MySQL Server automatically

[]Include Bin Directory in Windows PATH

heck this option to indude the direckory containing the
server | client executables in the Windows PATH variable
5o they can be called from the command line.,

< Back I I Next > } [ Cancel ]

6.2.18. Check checkbox [Install as Windows Service] in “Service Name” select
“MySQL”, check checkbox [Launch the MySQL Server automatically] and press [Next].

MySOL Server Instance Configuration Wizard
MySOL Server Instance Configuration
Configure the MySCL Server 4.1 server instance. o 4

Flease set the security options.

[¥]Modify Security Settings

Mew root password: s Enter the root password,

[roac] Confirm: ""*** 1 Reetype the password,

Enable ront access from remote machines:

DCrEatE An Anonymous Account

This option will create an anonymous account on this server, Please
note that this can lead to an insecure system,

[ < Back ] I et = 1 [ Cancel ]

6.2.19. Check checkbox [Modify Security Settings]. Enter password [root] and
retype it below. Remember password, it will be necessary for further installation of the
programme.

Check checkbox [Enable root access from remote machines]. It will be necessary
for operation with Monas-NET within a network.

Press [Next].

MySOL Server Instance Configuration Wizard
MySQL Server Instance Configuration 4
Configure the MySQL Server 4.1 server instance. " 1

Ready ko execute ...

() Prepare configuration
() ‘Write configuration file
() Skart service

) Apply security settings

Please press [Execute] bo start the configuration.

[ < Back ] | Executs | [ Cancel ]

TRIKDIS

Monas-NET ver.1_56_user guide_80408
11



6.2.20. Press [Execute].

MySOL Server Instance Configuration Wizard
MyS0L Server Instance Configuration /
Configure the MySQL Server 4.1 server instance.

Processing configuration ...

() Prepare configuration
() Wwrite configuration file (S SQLE My ind)
) Start service

& Apply security settings

Configuration file created.
Windows service MySQL installed.
Service started successfully.
Security settings applied.

Press [Finish] to close the Wizard.

6.2.21. If installation passed successfully, press [Finish].

6.3 Installation of Monas-NET server;
Select Monas-NET server install v1.43 in installation wizard. Activate file

setup.exe.

i'é“ Monas NET server - Installshield Wizard |

welcome to the InstallShield wizard for
Wlonas NET server

The Installshield(R.) Wizard will allow you to modify, repair, or
remowve Manas MET server, To continue, click Next,

Cancel

Press key [Next].
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Program Maintenance

Modify, repair, or remove the program.

“hange which program features are installed. This option displays the
Custom Selection dialog in which you can change the way Features are
installed.

Reepair installation errors in the program. This option Fixes missing or
corrupt files, shorteuts, and registry entries.

" Remove

@ Feemove Monas MET server From your computer,
|

Installshield

< Back. I Mext = I Cancel

Press key [Next].

i'_{'a Monas MET server - Installs|

Custom Setup

Select the program Features you want installed,

Click on an icon in the lisk below ko change how a feature is installed.

Feature Description

This fieature requires OKE on
wour hard drive.

Installshield

Help | < Back I Mext = I Cancel

Press key [Next].

I Monas NET server - InstallShi

Ready to Modify the Program

The wizard is ready to begin installation.

Click Install to beqgin the installation,

IF ywou wank to review o change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Installshield

< Back Cancel

Press key [Install].
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i'.;“ Monas NET server - Install d Wizard ll

InstallShield Wizard Completed

The InstallShield wWizard has successfully installed Monas MET
server. Click Finish to exit the wizard,

Canicel

< Back

Press key [Finish].

6.4. Installation Monas-NET client;

Select Monas-NET client install v1.43 in installation wizard Monas-NET install

v1.43. Activate file setup.exe.

Wizard x|

Welcome to the InstallShield Wizard for
Monas NET client

The Installshield{R) Wizard will allow you to modify, repair, or
remove Monas MET client. To continue, click Mext,

= Back Cancel

Press key [Next].

i'_w!,‘- Monas NET client - InstallShield Wizard 1'

Program Maintenance

Madify, repair, or remove the program,

Change which program features are installed. This option displays the
Custom Selection dialog in which vou can change the way features are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

@ Remove Monas MET client from your computer,
& |

Inistal|shield

< Back I Mext = I Cancel

Press key [Next].
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% Monas NET client

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is instaled.

Feature Description

This Feature requires OKE on
wour hard drive,

InstallShield

Help | < Back I Mext = I Cancel

Press key [Next].

{& Monas NET client - InstallShi

Ready to Modify the Program

The wizard is ready to begin installation.

Click. Install ko begin the installation.

IF you want ko review or change any of your installation settings, click Back, Click Cancel ta
exit the wizard,

InstallShield

< Back Cancel

Press key [Install].

InstallShield Wizard Completed

The InstallShield wizard has successfully installed Monas MET
client, Click Firish to exit the wizard,

< Back Cancel

Press key [Finish].
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6.5. First launch and main settings
6.5.1. When Monas NET Server is launch for the first time, window below will be

displayed.

Chooze Program Language

" Ligturiw

" Pyccrui

| Select Language |

Select language and press [Select Language]. Window below will be displayed.

¥2 Database Connection E@@

IF address
[127.0.0.1

|zer Pazsword

|rl:|l:|t |xxxx

Save and Connect Finizh

Enter necessary information (user name and password must be the same as
these used during installation of MySQL programme) and press [Save and Connect].
The programme will try to connect to data base and after successfully connecting
window below will be displayed.

B2 kopoTkoe ua x|
K.opoTkoe MraA

[Taponk
|
(] OTHEHHTE
Default data:
Short name: 1
Password: adm

After successful entering Main Window Monas-NET server will be displayed.
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[ - 10l =|

DyHEUMM  MHPO  CoeguHeHMA  KoHdMrypauma O mporpame

|Easa AGHHEIX! BENHYEHS |CepBep: BKNHOYEH 192,168.1, 2005760 |I'I0nb3DBaTenb: 1 |M0dem Server

4

Follow command sequence Connections— Sever— Select port select necessary
IP adress from a list and enter server port number 8760.

B2 Server Port

Server IP Server Port
a7e0 -

Cancel

Note: If list contains more than one IP address, try any while you succeed in
connecting.
It is recommended not to change port server and left it as default 8760.

Server will be launched if there no other applications connected to server
programme.

6.5.2. When Monas NET client is launch for the first time, window below will be

displayed.

Chooze Program Language

" Ligtuwiw

(" Pyccrmil

Select Language
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Select language and press [Select Language].

#2 Database Connection g@@

IP address

[127.0.0.1

Uzer FPazgword
|n:":|t |xxxx

Save and Connect Finizh

Enter necessary information (user name and password must be the same as
these used during installation of MySQL programme) and press [Save and Connect].
Information entered in this window must be identical to that, entered to that entered into
programme Monas-NET server. After successful connecting to data base, enter TCP/IP
address and port number.

B TCP server connect... E@@

P address Part

52.168.100.45 T

Save and Connect Finizh |

After entering necessary information press [Save and Connect].

B KopoThoe uma x|

K.opoTEoE MrA

[Mapone
|
dE. OTreHUTE
Default data:
Short name: 1
Password: adm

Main window of the programme Monas-NET client will be displayed.
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¥ ocHoeHoE oKHO

Pyskumy  danHoie  Kongurypauwa  Ormugr  MNovows 13:47:06
Cofbmia I Cnucunl
Hara |Bpema | Odwexr | Hassarue | Kaa | Cosibmue Datitele I Mmupuq' Kumaml CKEMb\l
2007.11.06 [134658 (562345 |bandauUHF [E 000 - | Commurication test
Honep [5-6-2345  [pandau UHF
CocToAHHE IHausBecTHbm ICTanIe cofemua; 0 Hoeble coSemua: 0
Aapes IEaddy
Fopoa |Kaune
Tenedon Imobi\us
Jorosop Ibe sutarties
1 | 2l coseme |E 000 — Communication test
Hara | Bpema | Oroekr | Hazganme | Koa | Cotibmue I
F.oreHTapkiu
Pazgen I
I
| _'l_I
| Zamevare I
JameaHue I;l
| ekipamas ipvpko 6 objekta
o | B l ;
| |ekiparas atvyko 6 abigkta
Hara | Bpema | Ofmerr | Hazgarme | Kaa | Cogemue | |ipkviestas patikatinis
|| ekipatoaz paliko objekta
| | patikatinis atsisakn atuykti
] | =
Hanorunan,
I~ | HanarmHuTs
% nocne 0 3. uae |0 3. miH. € Bospema ]200? 11.08 15 IUD 00:00
. LI Oteexr SaEepwmTe
Basa AaHHBIX: BKMHIHEHA CepEep: NoAKNKHEH MonbzoBaTenk: 1 NamaTe cobeiTi: 0

6.6. Installation of Security key

Security key is necessary for operation with full version. For this purpose select

Sentinel security key drivers in installation wizard and activate the file Sentinel Protection
Installer.
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Open File - Security Warning [‘$_<

Do you want to run this file?

Mame: Sentinel Protection Installer 7.3.0.exe
Fublisher: SafeNet, Inc.
Type: application
From: ©:Programost! | MUSU PROGRAMOS, HTTTMONAS, .,

Bun ]| Cancel |

Always ask before opening this file

While files from the Internet can be useful, this file type can
g patentially harm pour computer. Only run software from publishers
you trust. What's the risk?

Further press key [Run].

i Sentinel Protection Installer 7.3.0 - InstallShield Wizard E‘
Welcome to the Installshield Wizard for

Sentinel Protection Installer 7.3.0

The InstallShisld(R) Wizard will allow you to madify, repair, or
remowe Sentinel Protection Installer 7.3.0. To continue, dick
Mext,

Please close all other applications in use before you
click Next.

Protection Installer

Cancel

Press key [Next].

i Sentinel Protection Installer 7.3.0 - InstallShield Wizard

License Agreement

License GrantWarranty for Software 45

Thig License describes limited rights granted by SafeMet, Inc. andfor one of its
subsidiaries (such grantor, "Seller’) to the Buyer.

A, The term "Software”, as used herein, shall mean a program or programs
consisting of machine readable logical instruction and tables of information
designed as libraries or drivers to work in conjunction with Seller's Sentinel
Keys ('Products”). Title to all Software furnished to Buyer hereunder shall

,,,,,,,, Callme Callny mumidn 40 Diiine a wne cwaliminn wee bvanefanble

@ accent the bamms in s icenss, sareement

(1 do nat accept the terms in the license agresment

< Back ” Mext > 1 [ Cancel ]

Check checkbox that you accept terms of licence agreement and press [Next].
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1% Sentinel Protection Installer 7.3.0 - InstallShield Wizard

Setup Type

Chox Protection Installer

Flease selsct a setup bype,

Otomplete:
All program features will be installed. (Reguires the most disk.
space.)

(O Custom

Choose which program Features you want ta install, Recommended
for advanced users.

<Back [ metx | [ Cancel

Press key [Next].

f Sentinel Protection Installer 7.3.0 - InstallShield Wizard

Ready to Install the Program

The i instalation,

Protection Installer

Click Install to beqin the installation,

I you want to rewiew or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

<gsck [ Instal | [ cancel

Press [Install], further - [Yes].

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Sentinel
Protection Installer 7.3.0, Click Finish ta exit the wizard,

Protection Installer

Finish

Press key [Finish].
Plug a key received from a vendor to USB port of your PC and you will be allowed
to use full version of the programme Monas-NET.

Attention!!!

Demo version of the programme Monas-NET DEMO, supports up to 30 objects
without request of security code.
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7. Programme meniu
7.1. Activation/deactivation of the programme

1) Activation of programme Monas NET server.
Double click Monas NET serverink joqn Window will be displayed.

x

K.opoTkoe MraA

[Taponk
(] OTHEHHTE
Enter data:
Short name: 1
Password: adm

After pressing [OK] Main Window of the application Monas NET server will be
displayed.

B DchoBHoe okHO - ol x|

OYHEUMH  PHPO  COBAMHEHMA  KoHdMrypauls O nporparte

|Easa ASHHBLC BRIFIYEHS |Cepsep: BENHOYEH 192, 165.1.20:8760 \I'Ionb305aTenb: 1 |M0dem Server v

It is important to activate server and data base. Activation is seen in lower part of
server window. If due to a certain reason server has not been activated, it may be done
as follows: Connections-Server-Activate server.

Go to Configuration —Ports in order to activate window of ports setup and to enter
necessary parameters of ports.

After selecting proper port, by using command [Modify] it is possible to modify its
settings, to delete it [Delete] or to add new [New].
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o None 1 Fil-t Open

Hoeeii | M areHme | OuMcTHTE: | JaKpems |

Press key [Change] and set necessary parameters of reception equipment and
communication channels in the window [Change port settings].

‘HBMEHMTI: ¥CT.NOpTa ﬂ
HazgaHue npuérHug.a TuHLK
Fil-kA [z | HazeaHue | Tun | Nepeaap.. | MNepeaapec. . | HoBaa auHuA |
Mpatakan 1. TEN AHHWA Her
2 TEA. HHMA Her CTepets AMHW |
ISurgard MRL2DG j 3 TEA. HHMA Her
4. TEN AHHWA Her G
BeiGpare nopt | A TEA. HHMA Her lﬁ
E. RF7U PaaMo KaHan Her -
[~ HanpaewTe & ... 2 & 7. RF? paiuo KaHan Her T AHHHH
9 Koncentratoriuz TEA. HHMA Her I vl
[~ HanpaeuTe & Nopt Norvn
[v Cheauts 5a NpHErHMKom I~ Hampaeume & |1 =
)8 | OTMEHHTE |

If necessary to observe signals, incoming via serial port, select Info—Data of
COM portin the Main Window. Select required port in displayed window.

B8 Nannbie COM nopra x|
COM nopr

COM - OuMETHTE |

If necessary clear data, by pressing [Clear].

2) Next activate Monas-NET client. It may be installed in the same server or in
any other PC, operating via the same network.
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»
Click icon Monas NET dientink 34 enter short name of the operator and password,
which are provided by the administrator of the station.

Window below will be displayed. Main Window of the application Monas NET

clientis comprised of four parts.

=18 x|
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Current data and time is indicated above. The application uses PC time.

The first part of the window is called window of messages. It displays received
message with object data, including object status and field for notes recording. In the
line Comments additional comments of the event are displayed.

In the left side fields are called: field of received messages (lower), field of
messages being processed (medium) and window of processed messages (upper).

In lower window messages are displayed following specified priorities. Messages
with high priority are delivered for processing firstly. A message may be removed from
lower window with double mouse click or it will be removed automatically after expiry of
time (after 1-5sec.)

Messages available in medium window are subject to additional processing.
Under necessity reaction notes are entered or operator waits for report of actions of
crew. In medium window messages may be reviewed including their processing.

Finally processed messages are stored in upper window. These messages may
be reviewed but editing is unallowable. Messages not required for processing are stored
in this window automatically.

3) Deactivation of the programme:

Firstly all applications of Monas NET client are deactivated, later - Monas NET
server.
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7.2. Programme mode Monas-NET server,
In main computer server operation modes Monas-NET server, performing server
operation modes should be set.

W2 DcnosHoe okHo o ] 5

dyHeum  WHpo  CoeamHeHa  KoHburypauna O nporpamme

‘Easa A3HHBIX! BRAMHEHS |Cepsep: Br0MEH 192, 168.1.20:8760 |HunbsuBaTenn: 1 |M|:u:|ern Server A

Commands Functions — Connect/Disconnect/Exit may be used for connection,
disconnection or ending of operation of application Monas-NET server.

If necessary to observe signals, incoming via serial port, select Info—Data of
COM portin the Main Window.

Sequence of commands Connections —Data base/server enables to set
addresses of server and data base as well as necessary names and passwords. These
commands usually are used by the head of the station.

Command Configuration — Ports are used for port settings.

Command Configuration —Parameters is used to select communication language
of Monas-NET server.

Commands Configuration —Options of backup copies of data base/Enter
events/Delete entered events are used for creation of data base copy. Commands are
used by the head of the station for creation of data base copy, for restoration of data
base and preparation of reports or for establishment of order for automatic saving of
data base in other drive.

7.3. Programme mode Monas-NET server;

1) For creation of new object form and for searching of required information, Main
Window mode List should be selected.
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Command List opens list of protected objects. It includes all entered objects; also
it is possible to add new objects, to modify them or to delete. Upon activation of filter it is
possible to find necessary data or to perform quick search of data of the object. New
object form is being prepared in this window.

If object is not included in the list, the programme marks it as ,Unknown object".

In order to enter new object press key [New] and object form will be displayed.
The form includes:

Device — indicated internal number of reception device, information is received
from.

Line — indicates number of lines of multi-channel receiver, indicating where
reception module is built-in;

Object ID — indicates number of subscription module (ID), installed in protected
object.

These three figures comprise full number of the object and enable to define
communication channel.

Name — name of the object;

Address — postal address of the object;

Telephone — contact telephone number of the object;

City — object-based city;

Agreement — number of agreement or owner of protected object;

Setup date — date of new information entering or new setup of the object;

Destination — destination of the object;

Installer — the company, providing installation, contact persons and his telephone
number;

Notes — notes special to a certain object;
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After entering new data (or a part thereof) press [Apply]. The object will be
included in object list. Later other information about the object may be entered.

Test — control type and time period of communication test.
Two types of monitoring are possible: Synchronous and asynchronous.
Synchronous monitoring — test message should be received following set time value with
allowed deviation; If a message is received untimely, programme message ,No test” is

being generated.

Under asynchronous monitoring test message must be received not later than
set interval. If test has not been received programme message ,No test* is being
generated. [Other events] indicates that each received message is test message.

Property [not to monitor] may be selected. In such case test messages will not be
controlled and will be automatically transferred to upper window. The programme will
generate additional messages.
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Events — description of received messages.

Received code of the event is involved in data, stipulated in object form and will
be displayed on the monitor. Object card includes event code and description of a
message or example following which a reaction is being performed. Firstly data of object
card is performed and later these stipulated in example. If event code is described the
message will be displayed including settings available in data base, if not — the
programme will generate message ,,Unknown event®.
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Description of event may be modified, copied, deleted or added a new one. In
order to enter description of message press [New]. Event window will be displayed.
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It includes event code (event type, code and zone or user). It is possible to
include readdressing to other card. Events and reactions are entered. Check checkbox
[Window] and [Sound] and message will be indicated in event window together with
sound. If checkbox [Window] will not be checked, a message will automatically be
transferred to window of processed messages. Checkbox [Sound] should always be
checked.

Open/close — control type of security system state (on/off) and schedule of
switching on/off of security system.
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Detailed monitoring schedule during working days should be concluded, schedule
of holidays is also included. If appropriate message have not been received timely, the
programme will generate message “Object will not be closed/open timely”. If message is
received timely — it is displayed in a form stipulated in object form.
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Responsible persons — list of responsible persons.
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It is possible to enter, to modify, to add or to delete a responsible person. Form

for entering responsible person is shown below.
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Key — a password for identification of responsible person. If a person can control
security control panel and number of his control code is included in a column [user no],
thus under reception of messages with user code his name and surname will be

displayed instead of number.

Partition — partitions of security control panel.
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It is possible to change a list, to add new info or to delete. Form of new partitions

of security control panel is displayed below.
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Schemes — used in graphical displaying of objects;
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Used pictures may be in formats bmp. or jpg.
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In order to enter a new shift press [New]. In the window select [Open picture] and
check selected picture.
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Press [Open] in order to see view picture. Press [OK] and selected picture will be
added to object form.

Notes — possibility to create detailed description of protected object. It includes
data, which have not been entered to other sections (security equipment type,
connection schemes, and programming particular qualities.

History — it is possible to view previously received messages.

After completion of formation of object form it must be saved. Press [Accept] or
[Cancel]. Key [Cancel] saves old data and returns back to object list. Key [Accept] saves
new data and returns back to object list.

Operator groups may be created and objects may be assigned to them. Then
messages from these objects will be possible to process only by operators from
indicated group. This property is used in large stations, where several operators work in
one shift.

Creation of operator group is performed by head of the station following
commands Functions — Personnel - Group. Assigning of the object to a group should be
performed within object list. Double click on a column [Operator group] and window
including titles of groups will be displayed.

In order to set necessary function for personnel to process messages, select
mode Events in Main Window.

In such mode personnel of a station performs processing of received messages,
as well as edits and transfers messages to reaction group, controls workability of
equipment and communication channels.
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Personnel function should be set by using command Functions - Personnel.
Window of personnel function setting is opened.
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The Window includes data about personnel, functions being performed or
admissible functions and under necessity groups of operators. The programme allows
entering new passwords [New] or to delete currently available [Clear]. The first password
may be changed, but it can not be deleted.

To enter new operator press [New] data window will be displayed [Personnel...]
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Complete indicated fields and specify functions being performed. In order to save
entered data press [Save];

Under reception of alarm messages, operator makes a decision following order
established in a station and performers tasks assigned to him. Under necessity notes
are entered or selected from displayed list and by pressing key [Repeat] transfers event
to medium window of messages being processed. If the more detailed information is
necessary for making a solution or for reaction, it may be rapidly accessed by
History/Contacts/Schemes or by using keys F5...F8. Key [Object] is used to fully open
object card.

If checkbox Reminders is checked and necessary parameters are set, a message
will repeatedly be displayed to the monitor.

Double mouse click on selected message may be used to repeatedly display
message from a window of messages being processed.

After processing is finished, a key [End] is used to transfer messages to window

of processed messages. Messages not required for processing are stored in this window
automatically.

7.4. Basic control commands

Application Monas-NET client is controlled with the help of mouse and keyboard.
Some control commands are presented below:

Functions — Clear...- it is possible to clear a window of processed messages;

Functions - Personnel...- used for setting of personnel parameters;

Functions - Exit — used to end shift and to deactivate application Monas-NET
client.

Data — used for creation of data base;

Configuration — used for setting of Main Window parameters;

Report — used for creation of reports;

Help —About —short info about the application is available;

The following keys may be involved in application use:
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e Esc - to transfer a message to window of messages being processed.
correspond to the [Repeat];
e Enter — to transfer a message to window of messages being processed.
correspond to key [End];
[space]- sound off;
TAB — go to next section;
F2—Screen refresh;
F5...F8 — quick search in open window of messages:
- F5-—data;
- F6 — history;
- F7—contacts;
- F8—schemes;

7.5. Menu of section Data
Command Data — Assignment is used to open window of assignments of objects
and to enter assignments. This enables to sort objects following destinations.

B Hasnauenue

HaseaHue

x|
Hoeem |
[ e |

OupcTiTe

namaz

zandnlys
|_|d=galina
biuras

parduotuyn =
retranzliatorius

|_[rEarTHRa

| [ |

Commands Data — Reactions are used to open window of reactions to events.
This will let assign various priorities, sound, colour to various messages.
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If radio communication is used go to Data — Repeaters in order to open list of
repeaters. It contains names and internal (network-based) numbers of repeaters. This
information is displayed in Main Window and allows tracking communication route of a
message being received.
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Command Data — Note Example is used to open window of typical notes of
events. This will allow operator to rapidly find proper note under reaction. List may be
supplemented with new notes as well as deletion of notes is possible.

-'!_' MNpyMep 3aMedaH1id ﬂ

JardeyaHHe

Hoeeii

OuyMcTHTE

ekipatas atvyko 6 objekta

ipkviestas patikntiniz
ekipaias paliko objekta
patikntinis atzizakn atvokb

LI JaKpETe |

Command Data — Event Example is used to open window of event examples. It
contains standard descriptions of events. This will allow a head of a station to indicate
the examples as basis to display received messages. List may be supplemented with
new examples as well as deletion of notes is possible. An examples itself also may be
changed.
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Command Data — Example of grouped events is used to open window of grouped
events in order to establish grouped pairs. Under reception of grouped events during set
time period, the programme automatically places them to window of events being
processed without disturbance of operator.
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Command Data —Holidays is used to open list of holidays including days when
on/off control is deferent as usually.
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Command Data — Seasonable time is used to automatically change time test
messages and on/off messages.

7.6. Setup of Main Window

Command Configuration — Parameters is used for setup of necessary properties
of the Main Window.

Main Window configuration allows personnel to select information being displayed
under reception of messages.
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If checkbox [Clear] is checked it means that under new launching of application,
messages from window of processed messages will be deleted from the window
(transferred to data base).

Checked box [Next after] shows time period after which new message will be
transferred to messages window;

Checked box [Repetitions] shows repetition of messages. If this checkbox is
checked all repetitions will be visible. If this checkbox is unchecked, only first received
messages are visible.

Checked box [Fade out window] indicates closed messages window at the
moment of when there are no messages being processed and operator may see whole
screen. If this box in unchecked — empty messages window will be displayed which will
cover a part of the screen.

Checked box [Show unknown] allows displaying of messages from objects not
included in data base.

The field [visible in window...] shows number of messages visible on the screen.
Other messages are possible to see via report window.

If received messages are not important, clear window by using key [put all into
archivel].

Events control — only some codes of messages are visible. Insensibility time
towards the same message is set in line with time of displaying message on the monitor.
Usually parameters of this window are left unchanged.
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Main Window Sound and Colour - this window includes sound parameters as well
as parameters of state, graphic, colour and notes.
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Box [sound after...] includes time period during which after reception of a
message sound will be activated. Recommended time is 0 sec. Box [Interval of sound
waiting] - indicates interval of sound waiting.

Window [Sound of new event] indicates whether a new event is accompanied by
sound or not, as well as sound duration and melody. Recommendation is leave default
settings.
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Window [Colour state] indicates colour and note for object state. Colour change is
set by double clicking and selection of new colour.

7.7. Preparation of reports
Report is concluded by using commands Report — Events.
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Include period of reporting and time in the upper part of the window. Include
number of objects (one or several) subject to reporting. Include number object or its
name and other selection criteria. If number of object available in data base is indicated,
the programme demonstrates its title and vice versa.

Select which messages you would like to see in report (from...till or selected).

Key [Select field] is used for setting of required size of field in a report.

Select report type.

If not provided [from archive] a report will include data from the last week only.

Selection of criterion for conclusion of report should be performed (excluding
reporting period) and programme will conclude report following set parameters.

Note!
If report preparation is performed for a long time, note indicated time period and
current time.

It is possible to print received report as hard copy or to store it as separate soft

copy, which later may be processed by using other applications or to store without
editing.
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8. Copy and storage of data base

Copy and storage of data base is implemented by the application Monas-NET
server. Full data base is comprised of three parts:

e Object forms, which include all described event codes and order of
reactions.

e Operative messages, which are used for creation of short-term reports.
After set time period old messages are transferred to the archive of events;

e Events archive where events are stored for along time and used for
creation of long-time reports.

Operative messages are stored at least 24 hours, optimal period — one week.
Messages archive — 3 months. Head of a station may select other periods for messages
storage.

Command Configuration —Options of backup copies of data base is used to
display window of backup copies.
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Upper part of the window indicates time period for storage of information in RAM.
In this part of the window includes creation of 24 hours copy and its storage during one
week. After the oldest data are transferred to messages archive. Creation of copy under
separate command is also possible.

When event is being copied time and storage period is available in the second
part of the window. It is mentioned here that monthly copy is being compiled, which is
stored during three months.

If backup archive copy is selected as [one], currently one copy will be made. If
periodical creation and storage of a copy is necessary, timetable should be concluded.

Timetable sets periodicity for creation of copy and their storage place. Copies of
data base can be necessary under restoration or transfer of data base.

New schedule is done by pressing [New]. Schedule includes schedule name, time
period a copy is made for, size and place of file storage.
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