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Control panel SP231 — intrusion (to premises) and fire alarming system (alarm system’s) processor part with
integrated GSM/GPRS communicator. The control panel allows the user to switch on the alarm conveniently to
protect the premises in the preferred mode and thus control the signals of different sensors and react to them.
Upon occurrence of any system event, its report via GSM connection shall be transmitted to the Centralised
Monitoring Station (CMS) and/or mobile phones of users.

Modules that are compatible with control panel SP231: C€Z8 (input expansion modules); E14 (Internet
communicator); E16T (Internet communicator); W17U (Wi-Fi communicator); RFMOD2 (radio module for wireless
sensors); i0O8 (input and output expander); €Z-Dallas (iButton contact key reader); DB18B20 and BD18520
(temperature sensors).

General properties e

e 8 zones (possibility to expand to 32);

e 9 zone functions;

e Exclusive zone for two-wire smoke detector;
e 8 partitions;

e [nternal clock;

e Control of temperature sensors;

e Tamper tracking;

e Anti-Masking tracking;
e Convenient default settings for fast installation
of the security system. Setting of control panel operation

parameters
Alarm control

e Software “TrikdisConfig” via USB;

40 al trol codes; . . oo .
* alarm controtcodes e Remotely via GPRS using “TrikdisConfig”.

e Remote control via phone call, SMS and

Protegus app; Transmission of reports:

e Control devices: “Trikdis” keyboard Protegus e Two slots for SIM cards:

SK130LED, SK232LED, “Paradox” keyboard K32+,
K32LED, K636, K10LED, iButton keys, coded or
other switches;

e Transmission of encrypted reports to the main or
back-up CMS IP address via GPRS. If GPRS
connection is lost, the reports shall be sent by

e “Bypass”, “Door Chime”, “Tamper”, “Shutdown”, SMS messages;

“Anti-Masking”, “Force Arm” “Bellsquawk” “Re-

” . e Continuous control of communication channel;
Arm” etc. functions.

e Sending of reports when the temperature comes

Power supply: outside the allowable set range;
e Main supply from 16-18 V AC or 16-24 V DC e Event reports shall be transmitted by Contact ID
source codes;
e Back-up supply from 12 V battery e Sending of SMS messages with the user defined
event text to 5 mobile phones;
PGM outputs: e Sending of temperature values by SMS

messages;
e 5PGM outputs (3 PGM, 1 Bell, 1 LED);

) e Warning calls to 2 phones about the occurred
e 9 PGM output functions;

event;

* PGM output remote control. e Event memory shall store at least 2000 last

events.
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Warranty and liability limitations

The control panel is provided with a 24 months warranty to become effective from the purchase-sales date. The
warranty period shall ensure free of charge repair of troubles occurred due to the manufacturer fault.

The warranty shall be applied, if the control panel is installed by qualified specialists according to this document.

The control panel for repair shall be provided in the manufacturer package together with a defect report with
the indicated nature of trouble.

Upon expiry of the warranty period the maintenance and repair of the control panel shall be performed at the
buyer's expense.

The warranty may be terminated prematurely in the following cases:
e The control panel was repaired or was attempted to repair by an unauthorized person;
e The control panel was used not for its intended purpose;

e The control panel was stored and/or installed in an inappropriate premises with inappropriate climate
conditions, aggressive chemical environment;

e The control panel was mechanically broken and/or intentionally damaged;
e The control panel was damaged due to force-majeure (lightning discharge etc.) circumstances.
The manufacturer shall not be liable for the following:

e control panel malfunctions, if the control panel was installed or used not according to its operation manual;

e control panel malfunctions, if they occurred upon malfunctioning, lost GSM/GPRS/Internet connection or
upon occurrence of troubles in the network operator networks;

e termination or restriction of GSM/GPRS/Internet communication services to the control panel buyer or to
the control panel user, and shall not reimburse the control panel buyer or the control panel user for the
occurred property or non-property losses;

e termination or restriction of electrical power supply to the control panel buyer or to the control panel user,
and shall not reimburse the control panel buyer or the control panel user for the occurred property or non-
property losses;

e robbery, fire of premises or other incurred losses to the control panel buyer or to the control panel user, and
shall not reimburse the control panel buyer or the control panel user for the occurred property or non-
property losses as a result of these events.
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Safety requirements

Prior to using the control panel, you must get familiar with this manual.

Control panel SP231 — electrical facility, thus it shall be installed and serviced only by qualified specialists following
this document.

During installation of the control panel its power supply must be switched off!

In the premises the control panel shall be installed in the restricted access zones and at a safe distance from
sensitive electronic equipment. The control panel is not resistant to vibration, other mechanical impact, moisture
and aggressive chemical environment. Control panel shall comply with the requirements of Standard EN 50131
applied to environmental impact resistance Class Il.

The used housings, transformers, batteries and programming devices shall comply with the safety
requirements established in the Standard EN 60950.

The device shall be connected to 230 V voltage 50 Hz frequency mains power through the Class Il
transformer reducing voltage down to 16 — 18 V or to 16 — 24 V direct current source. To ensure back-
up supply a battery of 12 V and at least 7 Ah capacity shall be used. The current consumption depends
on the power of the connected external devices.

Protection of the power supply circuit shall be ensured with the installed two-pole automatic safety
switch. The dividing gap between the switch off contacts shall be at least 3 mm. The safety switch
shall be installed in the place known to the specialists servicing the control panel.

Cut-off of the control panel from the electricity network:
- from alternating current network — upon switching off the automatic safety switch;
- from the battery — by disconnecting the terminals.
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1 Technical parameters

Name Description Value Units

Supply voltage From alternating current source 16-18 Vv
From direct current source 16-24 \Y

Current In standby mode 80 mA

consumption When sending data Up to 150 mA

Between [AUX+] | Output DC voltage (level of impulses shall not exceed 200 mV). 13.6 (10-14)

and [C] terminals 1 A
Maximum allowable current consumption 2

Note: If the supply limits via “AUX” outputs are exceeded, the supply
to the connected devices shall be switched off automatically

Between [+5V]
and [C] terminals

Output DC voltage (level of impulses shall not exceed 100 mV).
Note: If the supply limits via “+5V” output are exceeded, the supply

5(4.9-5.1) Vv

0.2 A
to the connected devices shall be switched off automatically
Surge protection | All the control panel terminal block terminals shall be protected 2000 \Y
against static voltage jumps
PGM1-PGM3 Programmable OC (open collector) type output terminals for 30
switching on/off of various devices automatically or via remote 05 A
command (create “minus”) )
BELL- (PGMA4) Programmable OC (open collector) type output terminal for 30
automatic switching on of the outdoor or indoor sirens (create 1 A
“minus”
LED (PGMS5) Programmable OC (open collector) type output terminal with 5.1 kQ 30
resistor for connecting the LED cathode (-) (create “minus”). 01 A
Operating At relative humidity below 80% at +20°C, without condensation From -25 °C
environment up to +50
Control panel - 117x74x25 mm
dimensions
Weight - 0.1 kg

Report transmission technology

Name

Description

Report transmission to CMS

equipment

Complies with criteria of operating properties ATS5 established in
Standards EN 50131 and EN 50136 and applied to Grade Il class

GSM/GPRS modem
Integrated quad-ba

850 /900 / 1800 / 1900 MHz
nd SIM800H

Communication
technologies

with CMS | TCP/IP or UDP/IP via GPRS, SMS messages

Report transmission protocols

TRK_TCP or TRK_UDP

www.trikdis.com
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Name Description
Report encoding Protocol Contact ID codes
Report encryption Yes, using 6 symbol encryption key

2 Alarm system power supply

2.1 Main supply

The control panel and all alarm system can be fed from the alternating or direct current source. In both cases, to
ensure an uninterrupted supply to the system, the control panel shall be additionally connected to a back-up supply
source — 12 V battery. To ensure the requirements of Standard EN50131, in case of cut-off from the main supply
source, the back-up supply battery shall be of sufficient capacity to provide power from the back-up source to the
system for 12 hours to comply with Grade Il requirements or for 60 hours to comply with Grade Il requirements.
Assess the current consumption of auxiliary devices, which is provided in chapter 5.2 ,,Compatible modules”.

2.2 Back-up supply

Upon interruption of power supply to the system from the main supply source, the event AC Failure report shall be
formed and the control panel shall automatically switch over the system for its feeding from the back-up supply —
12 V battery. When the battery voltage decreases down to 11.5 V, the event Low Battery report shall be formed.
When the battery discharges below 9.5 V, the event Battery Missing/Dead report shall be formed and the battery
shall be disconnected. Upon restoration of the AC mains voltage, the AC Restore report shall be formed and the
battery charging process shall start automatically. The desired charging current from 0.1 to 2.0 A can be set during
programming the control panel, see 6.5.1 ,General system parameters”. When the battery voltage restores to
12.6 V, the event Battery Restore report shall be formed.

2.3 Battery supply

In individual case, e.g., for testing, the control panel and all the alarm system can be supplied not through the main
supply port, but only through a back-up supply port, e.g., only from 12 V battery. In this case, in order to start the
control panel (system) it is necessary to connect the battery to the control panel -BAT+ port and click the circuit
board button BAT_ON (see 4 “Control panel structure”).

3 Control panel assemblies

3.1 Control panel SP231

Control panel SP231 circuit board 1 pc.
Battery connection wire 1 pc.
Resistors 2.2 kQ 16 pcs.
Plastic holder (fasteners) 4 pcs.

Note: USB wire (Mini-B type), which is designed for control panel programming, is not included.

3.2 Control panel SP231 KIT

Control panel SP231 circuit board embedded in the metal housing 1 pc.
Metal housing KO1 with 40 VA transformer 1 pcs.
Resistors 2.2 kQ 16 pcs.
Stick-on GSM antenna ANT04 with 2.5 m length cable 1 pc.
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Battery connection wire 1 pc.
Tamper sensor 1 pc.
Terminal block with 0,5 A fuse 1 pc.

3.3 Control panel SP231 KITi

Control panel SP231 circuit board embedded in the metal housing 1 pc.
Metal housing K02 with Mean Well impulse supply source 1 pc.
Resistors 2.2 kQ 16 pcs.
Stick-on GSM antenna ANTO04 with 2.5 m length cable 1 pc.
Battery connection wire 1 pc.
Tamper sensor 1 pc.
Terminal block with 3,15 A fuse 1 pc.

4 Control panel structure

1 SP231_7_ 180420

R4 3 5 N.r=y [ 7
Ues | - o)

. 8
3
(8]
3 9
>
4 S&
S
10
5
‘\:J Q i“‘:éj l:';l O F_J N O N
6 1"
1. RESET button. 6. Terminal block for peripherals.
2. Communication and operation light indication. 7. GSM antenna port.
3. Back-up supply port. 8. SIM1 card holder.
4. Main supply terminal block. 9. SIM2 card holder.
5. BAT_ON button is designed for starting the control 10. USB port for configuration of the control panel
panel, when the DC voltage source is connected to the operation parameters.
back-up supply terminal block. 11. 1-Wire bus terminal block.
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4.1 Purpose of terminals

Main supply terminal block

Terminal Description
16V AC Main supply contacts shall be connected either to 16 — 18 V ACor 16 —24 V DC
16-24V DC source.

Back-up supply port

Terminal

Description

-BAT+

Port for connecting the 12 V back-up battery.

Terminal block for peripherals

Terminal

Description

PGM1-PGM3

Programmable operation output terminals for connecting the indicators and remotely
controlled equipment.

BELL+, BELL-

Contacts for connecting the siren.

AUX+ Positive 13.6 V DC supply terminal for keyboard(s), indicators and sensors.

C Negative supply terminal for keyboard(s), indicators and sensors.

YEL Peripherals (e.g., keyboard) YEL circuit contact (yellow wire).

GRN Peripherals (e.g., keyboard) GRN circuit contact (green wire).

MCI Data bus contact for iButton key code reader and/or other report transmission devices
(e.g., radio transmitter).

ZN1-ZN8 Contacts for connecting the sensor control circuits. The contact ZN8 can be used for

connecting the 2-wire smoke detectors.

1-Wire bus terminal block

Terminal Description

LED The contact for connecting the premises protection mode indicator, e.g., iButton key
reader LED cathode (-) (PGMS5).

+5V Positive 1-wire devices 5V DC supply contact.

1w 1-wire devices data circuit contact (iButton keys, temperature sensors)

C Negative 1-wire devices supply contact.

4.2 Lightindication

LED indicator

Operation

Value

”NETZ”

Off

Not available or impossible to read SIM2 card.

shows log on

Flashing green

SIM2 card registration in GSM network in progress.

to GSM network

Solid green

SIM2 card is registered in GSM network.

statuses using card
SIM2

Frequently flashing green

SIM2 card PIN code error.

Flashing red

Number of flashes (below 10) show GSM field strength.

www.trikdis.com
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LED indicator

Operation

Value

”NETl”
shows log on

to GSM network
statuses using card
SIM1

Off

Not available or impossible to read SIM1 card.

Flashing green

SIM1 card registration in GSM network in progress.

Solid green

SIM1 card is registered in GSM network.

Frequently flashing green

SIM1 card PIN code error.

Flashing red

Number of flashes (below 10) show GSM field strength.

“Data”

shows broadcasting

Solid green

The control panel memory contains unsent reports.

Flashing green

Transmission of reports to indicated addresses.

MPWRM

shows power supply
status,

All are off

Power is off or battery voltage is lower than 9.5 V.

Flashing green

Supply voltage is sufficient.

Flashing red

Low supply voltage (< 11.5 V).

programming mode.

Flashes green and red in
turns

Start-up of the control panel operation software (duration
approx. 7 sec.).

5 System installation

5.1 Recommended installation procedure
System planning:

= Draw the plan of premises and indicate the zones for installation of the mounting housing with a control
panel, keyboard(s), indicators, equipment to be remotely controlled through the control panel or controlled
automatically by the control panel.

= Upon assessment of the premises, requirements set to their protection and properties of possible sensors,
select the types of sensors, their number and places, where they should be fastened.

5.1.1 Control panel fastening in the mounting housing
The control panel circuit board shall be installed into LCBSM-10-01 SP231 Circuit
the mounting housing equipped with the reducing m /boord\ D4
transformer with 500 mA fuse and provided place for -

a back-up supply battery.

Reinforce the control panel into the selected plastic
or metal mounting housing using plastic distance
holders of the control panel circuit board. Upon
choosing the metal housing, ensure its grounding ﬁ "Sl"
during installation. The used housing must comply @48_]\_]
with the requirements of Standard EN 60950 and EN 09.0 7 Box housing “—

50131.

Front Side
view view
Plastic distance holders
www.trikdis.com 10 December, 2018
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5.1.1.1 SP231 circuit board dimensions

The figure shows the dimensions (in mm) of the control panel and its fastening holes and their locations.
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1) Connect the GSM antenna to the antenna port.
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2) Insert the SIM card(s), which are already registered in the GSM network, into the SIM card holders. Card
holder SIM1 is the main card holder. The card inserted into SIM1 shall have a priority in operation, and SIM2
shall be operated only upon malfunction of SIM1.

3) Followingthe provided diagrams and connection diagrams of every product intended for connection, connect
the magnetic contacts of windows and doors, motion, fire and other sensors, indicators, keyboards,
controlled devices. Connect the housing door tamper sensors and wall mounted tamper sensors to the
control panel terminals.

4) Connect the main supply source wires to the control panel AC/DC terminals. Switch the main supply on.

SP231 shall automatically recognise the correctly connected keyboards, expanders, interfaces, sensors to the
1-wire and YEL/GRN buses and shall register them in the system.

5) Install a back-up supply battery into the mounting housing. Connect its wires to the control panel back-up
supply source terminals BAT+ / BAT—. Verify the battery charging current to ensure it is charged in due time.

Note: The battery shall be fully charged no longer than within 72 hours so the alarm system complies with Grade |l
class or within 24 hours to comply with Grade Il class.

5.1.3 Recommendations for setting the control panel operation parameters

1) The first log on to the control panel shall be via USB cable (see 6.1.1 ,,Connect with USB cable”).
2) System settings:

a. Partitions
If the premises have several areas, the protection of which is preferred to be switched on separately, the
alarm system can be divided into partitions. Regarding dividing the system and setting the necessary
partition attributes see 6.8 ,,Partition parameters".

b. Zones
Parameters regarding setting of every zone according to sensor properties and preferred alarm operation
after an event takes place in this zone. If the alarm system is divided into partitions, every zone can be
assigned to the preferred partition. See 6.7 ,,Zone parameters”.

c. Users
In order to control the alarm system by means of a keyboard, iButton key or phone call (SMS message),
the ,,User” level users shall be created. Regarding creating ,,User” and assigning the rights to them see
6.9 ,,User access parameters”.

3) Sending of reports:
a. Time setting

In order to receive the reports with a precise event timestamp, it is necessary to set clock time in the
control panel, see 6.5.3 ,,Setting of control panel clock”.

b. Enabling report sending

In the control panel with manufacturer set primary configuration the sending function of all event reports
is enabled. Regarding enabling or again disabling sending of the desired event report, see 6.19 “Setting of
event reports”.

c. SIM card parameters

If report sending is provided via GSM/GPRS, it is necessary to set the parameters of used SIM card(s), see
6.10 ,, SIM card parameters”.

d. Reports to the Central Monitoring Station

Report s to the Central Monitoring Station shall be transmitted only via specified communication channels.
Regarding setting of parameters for report transmission to the Central Monitoring Station see 6.11 ,,Report
transmission to CMS ”.

e. Reports to user
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Event reports to the user can be sent by SMS messages, and by calling the system shall warn on occurrence
of an event. Regarding correct setting of parameters for report transmission to the user mobile phone see
6.12 ,, Report transmission to user”.

4) System remote control:
a. User access

In remote mode (by phone call and/or SMS message) the alarm system can be controlled only by those
users, whose phone numbers are entered into the user list. Regarding correct entering of the phone
numbers see 6.9 ,,User access parameters”.

b. Control by phone call

By a phone call it is possible not only to switch on/off the protection of all or part of premises, but also
control (start or stop) the equipment connected to PGM terminals. Regarding setting procedure so it was
possible by a phone call to change the status of the preferred PGM terminal, which is connected to the
equipment control circuit, see 6.14 ,,Control by call”.

c. Control by SMS messages

Using SMS messages it is possible to change some control panel operation parameters, switch on/off the
protection of all or part of premises, also control (start or stop) the equipment connected to PGM
terminals. The list of programming commands sent by SMS messages is as follows: 7 ,,Programming and
control by SMS messages”, and regarding setting procedure so it was possible by SMS message to change
the status of the preferred PGM terminal, which is connected to the equipment control circuit, see
6.13.2 ,,PGM output remote control”.

5) Extra:
a. Changing of control codes

It is recommended to change the manufacturer set default values of alarm control and control panel
configuration codes that are known only to You.

= Master user code shall be changed in the software menu branch Users.

= Remote SMS control code shall be changed in the software menu branch Reporting column SMS
reporting and calls for users field User reporting.

= Log on to TrikdisConfig shall be changed in the software menu branch System options column System
administration.

b. Registration of MCI modules

If compatible equipment is connected to the control panel MCI data bus to be recognised by the control panel
and made a communication with it, this equipment shall be registered manually. Regarding registering, see 6.15
“Transmission module registration”.

5.1.4 Alarm system operation testing

Upon completion of the alarm system installation, it shall be tested for correct operation.

5.1.4.1 Walk-test function
Operation of sensors and siren can be tested by carrying out a Walk-test function by using Trikdis Protegus SK130,
SK232 or Paradox keypad. The following shall be done:
1. Pressthe button [OK] ([Enter] — if using Paradox keyboard).
2. Enterinstaller (Installer) code.
3. Press the button [TRB] ([TBL] — if using Paradox keyboard).
The buttons STAY and ARM shall start flashing and the alarm shall switch over to the testing mode.

b. Due to change of the zone statuses, the sirens and keyboard buzzer shall beep by informing about the zone
operation.

c. If during testing the sensor fuse has been tampered or the protection mode is on, the testing mode shall
terminate automatically.

www.trikdis.com 13 December, 2018




Control Panel SP231

V TRIKDIS

To switch off the mode, repeat the procedure as switching it on.

5.1.4.2 Testing of report transmission system
If GRPS network parameters are correctly set with the Central Monitoring Station addresses, upon switching on the
power supply to the system the following shall take place:
a) Areport E305 System Reset shall be sent.

b) If compatible, but unregistered, modules are connected to the control panel YEL/GRN data bus, there shall
be sent as many reports R333 Expansion Module Restore as there are to be newly registered modules.

c) Ifinthe control panel, communication control parameters the communication verification signal PING is on,
a report E760 (Control panel PING signal) shall be sent. When the IP receiver gets the report, it shall start
automatic control of the communication channel with the control panel.

Also, it is possible to manually formulate the communication testing report E602 (Periodical Test). It is
recommended to inform in advance the security service about the testing.

Testing of the report transmission by using Trikdis Protegus SK130, SK232 or Paradox keypad shall be as follows:
1. Pressthe button [OK] ([Enter] — if using Paradox keypad).
2. Enterinstaller (Installer) code.
3. Pressthe button [MEM].

5.2 Compatible modules

Product code Bus Purpose Current
consumption

Trikdis PROTEGUS | Y/G 2 partitions, 32 zone LED keyboard with touch- up to 150 mA

SK232LED W/B sensitive keys, white or black glass surface

Trikdis PROTEGUS | Y/G 16 zone LED keyboard with touch-sensitive keys, up to 150 mA

SK130LED W/B white or black glass surface

Paradox K32+ Y/G 32 zone LED keyboard up to 150 mA

Paradox K32LED Y/G 32 zone LED keyboard up to 150 mA

Paradox K10LEDV Y/G 10 zone LED vertical keyboard up to 100 mA

Paradox K10LEDH Y/G 10 zone LED horizontal keyboard up to 100 mA

Paradox K636 Y/G 10 zone LED keyboard up to 100 mA

Cz8 Y/G 8 zone input expansion module 50 mA

E14 RS485 Ethernet communicator 70 mA

E16T RS485 Ethernet communicator 70 mA

Ww17u RS485 Wi-Fi communicator Iki 200 mA

RFMOD2 RS485 Radio module for wireless sensors Iki 200 mA

i08 RS485 Input/output expansion module Iki 100 mA

CZ-DALLAS 1-wire iButton key reader up to 25 mA

DS18B20, DS18S520 | 1-wire Temperature sensor Dallas. Measuring range from - 1uA

55°Cto +125°C

www.trikdis.com
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5.3 Connection of sensors

The control panel circuit board has eight terminals ZN1-ZN8 (inputs) for connection of sensor control circuits.
When using input expanders (CZ8, iO8, RFMODZ2), the number of outputs can be increased up to 32. Regarding
setting of every input as a zone, i.e. assigning the zone attributes: circuit type (EOL, NC...), sensitivity to short-
term circuit events, zone function (“Delay”, “Instant”...) see 6.7 ,,Zone parameters”.

Normally open with
2,2k End of line
resistor (EOL)

Normally Normally C ZNx Normally closedf with 2,2k
open (NO) closed(NC) End of line resistor (EOL)
NO
C ZNx € ZNx C ZNx
NO NC NC
. P e |
{22 ] L’ L-—|
Normali_y closgd with 2,2k
Eng of line resistor and Normally closed with 2,2k Eng of line
tamper recognition (EOL2) resistor and tamper and anti-masking
c S recognition (EOL3)
_ C ZNx
2 Alarm  Masking
',_Eu Tamper NG NC

NC

2k2

5.4 Connection of smoke detectors
In order to connect the control circuit of the smoke detector to the selected input, it is necessary that this input
was “Fire” zone, i.e. this input must be with the set “Fire” zone function (see 6.7.1 ,,Main zone parameters”).

When connecting the four-wire smoke detector circuit to the selected PGM output, this output shall be with the
set Fire reset function (see 6.13 ,,PGM output configuration”).

ZN8 input can be dedicated namely for connecting the two-wire smoke detectors (see 6.7.1.2 ,,Setting of Fire
zones”).

Two-wire smoke detectors.

SP231 * *

AUX+

o] |
e [ W IN a_(_@omj | N ouT

2k2
End of line
resistor (EOL)

Four-wire smoke detectors.
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SP231
AUX+ [|@ =
poge]
INx @ =T
¢ @ Ll S8
PGMx ||@ 50

S~

or

(ISISIQIQ

I
:] End of line

2k2 resistor (EOL)

or

)
SP231 J 1 [ +
~12\/| R }Hz
AUX+ @ SM1 %Hi
o IN ouT) [N @_L@OUT
ZNx .
C c [ nofnc -
3 ‘ —‘—I]N .
< Endof line
N resistor (EOL)

5.5 Connection of equipment terminals to PGM outputs

, \
SP231 J 1!\r| rlz }le ’
AUX+ [ | SM1 -
o @ IN oul |
v ol m— |
C ,_—-!_l c [ no|ne -

EE%%%5

)llll\

(ISIS[SIST

Connection of sirens

Indoor bell Outdoor bell
MR100
L ~.288%..
SP231 NI L®®®®®®®®
AUX+ 5 |
C @
BELL+ @
o —
=

PGM1-PGMS3 - three terminals of open collector. BELL-(PGM4) - open collector terminal for connecting the siren.
LED (PGMS5) - collector terminal with 5K1 resistor. Regarding all possible operation modes of PGM outputs see
6.13.1 ,,PGM output operation descriptions”. Regarding changing of initial output values see 6.13 ,,PGM output
configuration”.
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Connection of alarm (controlled) devices

SP231 1
e Relay
AU+ @] : 12vDC +
JeJoRari =4S
PaMx |@| Il ~
4 NO
- \_/—: ‘y R ———.
System state
Flash
Buzzer

— Remote control
Bell

\, PGM setting

PGM initial settings:
Remote Control;
Remote Control;
Remote Control;
Bell;

System State.

vk wnN e

Connection of remotely controlled terminals

SP231 RBI Relay module
o o 12V —  —HOIne
avx+ @] Q Qlc¢
paMvx @ O — = No
= com

5.6 Connection of report transmission devices

SP231 w
e ] E16T
AUX+ @l IR SQl<+DC
Aux- @) IR S| <-DC
~— O < RING
I Ol <TIP
A485 ||@ . O <T-1/IN1 ]I“:L
B485 || . O] <R-1/IN2
) Ol <out
— ) ® < COM LAN cable
connection
up to 100m O < ARS485
| < BRS485

\

E16T configuration see 6.15 ,,Transmission module registration ". The control panel automatically recognizes and
registers the connected device.

It is possible to connect the following modules to the bus RS485: E14, E16T, W17U, RFMOD?2, iO8.
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(SP231

AUX+
AUX-

A 485
B 485

(IS

Red wire W1 7U
- <+ DC
Blue WII'S‘. <-DC
Blac.k W|r§ < A 485
White wire < B 485

(IS]©

nm) wm)

R5485 connection

up to 100m

5.7 Connection of temperature sensors, iButton key readers

LED
+5V
1W(ire)
C
AUX+

SP231

Temperature sensor:

GND - black wire B
DQd-dyeHoC\iN wire CZ-DALLAS
+Vdd - red wire
red win READER £
DS18B20 =
w = CZ-Dallas reader:
ol 3 g E A0 § COM - gray wire
58 % Oo HEGC DATA - white wire
LED- - yellow wire
RED LED+ - brown wire
L GREEN LED+ - green wire
®

1k
1k

1NN

The output LED must be set to the "System state" type.
Security alarm system is arm - the iButton reader light ir red.
Security alarm system is disarm - the iButtion reader light is yellow.

It is possible to connect iButton key readers and/or DS18B20 or DS18520 temperature sensors to a 1-Wire data bus.
The total length of the bus shall not exceed 30 m, with a possibility to connect up to 10 devices.

Circuit board terminal +5V is designed for supply of 5 V DC to devices connected to 1-Wire bus. Allowable output
current shall not exceed 0.2 A. The output shall be protected against overload. Upon exceeding the allowable

current, the supply shall be cut-off automatically. The control panel shall automatically recognise and register the
connected devices.

LED
+5V
1W(ire)
C
AUX+

SP231

Cable UTP4x2x0,5
or STP4x2x0,5,
lengthupto30m

(ISIS[SISIS]

|

Temperature sensor:
GND - black wire

DQ - yellow wire
+Vdd - red wire

DS18B20

+Vdd
DQ
GND

When connecting more than one sensor with longer than 0.5 m wires, for connections it is recommended to use
twisted pair cable (UTP4x2x0,5, STP4x2x0,5).
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5.8 Connection of keypads and input expanders

CZ8 Keypad Protegus SK232 LED B/W
yp Protegus SK130 LED B/W
T Paradox K32+
x o\ > oJdogwmo Paradox K32LED
@ Paradox K636
L) 2 %]|%, Paradox K10LED
SP231 l KEypad
N — Y
zone
Aux+ (@] IR
AUX- || N &
GRN @] B @
YEL (@ I &
) BUS connection up to 300 m.

It is possible to connect up to 15 units (input expanders CZ8 — up to 3 units; keypads — up to 12 units) to the keypad
bus. The circuit board identifies and registers the connected units automatically.

The 2-wire data bus Y/G (a.k.a. YEL/GRN) can be connected to ,,Trikdis” Protegus SK232 LED B/W, Protegus
SK130LED B/W, “Paradox” K32+, K32LED, K636, K10LED keypads and/or input ZN number expanders CZ8. The total
length of the bus shall not exceed 300 m, with a possibility to connect in parallel up to 15 devices. The control panel
shall automatically recognise and register the connected devices. Regarding device unregistering see In
TrikdisConfig application window, tab Reporting = Reporting to CMS it is necessary to set the main reporting
channel to the unit R$485 IP Module. Both CSP IP address and the port number must be set.

L] TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = O X
QrProgam  poActions @l Help
I System Options I - - -
I - - I U0 TR de Ll PROTEGUS service  SMS & Call Reporting  SMS texts to user  SIM/GPRS settings
Users
| Zones | .
I, PGM I RS485 IP Module  ~ Encryption Key adasi
lm_l Rt it 19514187141 Retum to Primary aher : i
Keypads, Expanders —
= Remote port RS GPRS Ping period L4 e 5
l Temperature Sensors I 600
SMS Piny riod v ;
I RS485 modules I el :
| Event Summary | | P TCPAUIDP setings .
[ Wireless sensors I Disable E Transmission Protocol e - ‘
I Events Log | Remote host Backup reporting after 3 attempts |
| Firmware | Remote port v DNS1 SEES |
3 . B.B.4.4 |
Remember password [ SMS Phone DNS2
| Restore SMS Phone :
IMEl/Unique ID:
868259025505218
Status: Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

In the tab PROTEGUS service, the checkbox Enable Connection must be marked and the Access code must be
assigned in the text box below.

www.trikdis.com 19 December, 2018




’lTRIKDlS Control Panel SP231

#l TrikdisConfig 1.66.8 SP231_181003135207 *SP231

| Read[F4]  Write[F5] . Open[F8]  Save[FS]
System Options f — — !
B ‘RepoingtocMs | | sMS&CallReporting SMS texts touser  SIM/GPRS settings
Zones PROTEGUS Service
PGM
Enable Connection
plmee
Keypads, Expanders
Temperature Sensors If R5485 IP transmission module is connected, it is main channel with Protegus Cloud

The configuration of module E16T with TrikdisConfig. Plug in E16T to TrikdisConfig using a USB Mini-B cable. In
System settings window it is necessary to provide the name of the control panel (Trikdis SP231) in the field Panel
type. Press the button Write [F5] in order to save the settings to E16T.

# TrikdisConfig 1.66.8| E16T - o X
e e——— )
i’ Account number 1234 Administrator code sensee
Firmware
Use security panel account ID O Installer code ssesse
Test period 1440 i Allow installer to change
Account number O
Panel type Trikdis SP231 -
Reporting
| oo (]
Internal MAC DBB039ETS367 Event Sy (|
Use DHCP =
Internal IP 192.168.1.118
T Mask 255.255.255.0
Remember password [
0.0.0.0
Default setti Gateway
_ DNS 1 B.8.8.8
DNS 2 8.8.4.4
Unique ID:
DBBO3FETS367
Status: done Device: E16T SN:000004  BL: E16T_boot_1v1 FW:ET16T_180921134201 HW: State:  HID Admin role

E16T will automatically set the type of TCP protocol to RS485 to IP Transparent mode.

# TrikdisConfig 1.66.8 | E16T = =] X
g
Syszem setﬁngs ARC Reporting mm
_._

Reporting
e — St

Firmware
— © Pwtoco[

Remote Host 195.14.187.141

MCI slave address 1
Remote Port 6001
TCP or UDP E:I'CP =

Keypads and expanders registration”.

www.trikdis.com 20 December, 2018




/
'Il TRIKD'S Control Panel SP231

5.9 Connection of wireless sensors with RF-MOD2

(SP231 ‘ : ,
N — RFMOD2
AU+ (@] IR S| <+DC
Aux- (@] N S| <-DC
— ] S| < A485
T O <B485
A485 |2 B _ )
485 |©| B
- J  RS5485 connection

up to 100m

Together with RFMOD?2 it is possible to assign up to 64 units of remote keyfobs, 16 units of wireless sirens and 32
units of wireless sensors to the security system.

In order to connect the wireless sensors, it is necessary to connect RF-MOD2 module to control panel. To register
wireless sensors in the system refer to 6.17 ,,Wireless sensors registration”.

6 Configuration of control panel operation

The control panel parameters are set using software TrikdisConfig, which operates in MS Windows OS environment,
the software is available on the website www.trikdis.com. It is possible to connect to the control panel by using a
USB cable or remotely, by communicating with the control panel via GPRS communication. Some control panel
parameters can also be changed remotely by SMS messages.

6.1 Connect to control panel

1)

2)

3)

4)

6.1.1 Connect with USB cable

The computer shall have installed the following: parameter setting software TrikdisConfig and software
Microsoft.NET Framework 4.

After the software is in place, connect the control panel and the computer with the USB cable. Power supply
via USB port is sufficient to set the control panel operation parameters, so additional supply is not necessary.
Start the parameter setting software TrikdisConfig. The software shall automatically recognise the connected
device and open the window for its programming.

In order to read the parameters entered in the control panel, click the button Read and in the pop-up table
enter your (Admin or Installer) code (if the administrator initial code exists, the code shall not be prompted).

After the first time reading of the control panel operation parameters, the software shall show the
manufacturer set default control panel operation parameters. After changing the parameters, click the
software button Write to enter the changes in the control panel memory. When configuration is complete,
shut down the software TrikdisConfig and unplug the USB cable from the control panel USB port.

6.1.2 Connect in remote mode

Configuration of the control panel settings in remote mode shall be carried out via GPRS communication. For
software TrikdisConfig the appropriate GPRS communication settings shall be set. The manual of the control panel
shows how to do it and how to connect by using TrikdisConfig software.

6.1.2.1 GPRS communication settings

Note: When the Grade 2/3 protection class setting function is enabled, the remote control and configuration
function of the control panel shall be disabled automatically

1)

Ensure that SIM card has a disabled PIN code protection.
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2) Insert SIM card with enabled GPRS communication service into the control panel SIM 1 slot. For information
how to enable this service please contact Your GSM service provider.

3) Add phone number the user, because only from listed numbers it is available to use all SMS commands. SMS
commands must be sent to the inserted SIM card’s number. Command to add new phone number:
CFG[SMS password] _, 01 _ [USER Code] # [User Phone No.] #

CFG — beginning of SMS command,;

[SMS password] — six digit SMS password;
01 — command code;

[User code] — user code;

[User phone No.] — user phone number;
# - symbol to end value;

“_ “—marks the space symbol in SMS message.

An example adding a phone number to Master user, while using default password values:
CFG123456 01 1234#+37061111111#

4) Setup aninserted SIM1 card GSM network parameters. Command to set operator parameters:
PSWXXXXXX _ 12 _ APN# LOGIN# PSWii#

PSW XXXXXX — beginning of SMS command and its password;

12 — changing network parameters command,;

APN — gateway name (up to 50 symbols);

LOGIN — user name (up to 29 symbols);

PSW — user password (up to 29 symbols);

# - symbol to end value.

Example: PSW123456 12 gprs.net#web#webi#i#

If network does not have user name nor password, fields must be left empty.
Example: PSW123456 12 gprs.net##

5) Connection to the remote server must be enabled in a control panel. Command to enable connection:
PSWXXXXXX .94 1

PSWXXXXXX — beginning of SMS command and its password;
94 — connection to the remote server command;

1 — connection enabling value (0 — to disable).

Example: PSW123456 94 1

6) Itisrequired to know IMEI address of Control Panel. IMEI address can be found on product package or it can
be requested by SMS command:

PSWXXXXX 97 _5
PSW XXXXXX — beginning of SMS command and its password;

97 _ 5—request about GSM field strength, modem IMEI number and control panel software version.
Example: PSW123465 97 5

6.1.2.2 Remote log on through TrikdisConfig

1) Make sure that the control panel is connected to supply source and in operation.
2) Start TrikdisConfig software.

3) At the field Remote access, in the field Unique ID enter the control panel GSM/GPRS modem IMEI address.
IMEI address is provided on the product package.
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4) In the adjacent field System Name enter the desired name to the module.
5) Press Configure. After successful connection the settings shall be saved.

6.1.3

Communication by SMS messages is designed for monitoring and control of the alarm system. The list of commands
sent by SMS messages see 7 ,,Programming and control by SMS messages”.

Changing of settings by SMS messages

To activate this function, perform the following actions:
1) Insertthe SIM cards, which are already registered with the GSM network provider, into the SIM card holders.

4

2) Complete adding phone number to user command as instructed in 6.1.2.1 ,,GPRS communication settings”

the third point in a list. Because only from listed numbers it is available to use all SMS commands.

6.2 Description of TrikdisConfig program

Menu Main action buttons
L] TrikdisConfig 1.66.8 | SP231_181003135207 *SP231 — a X
EETE  pw— S e
| - | System general B0 00 er Holidays System troubles System inistration
[ Zones B ssemoptions  Jtees ]
| PGM | Test time 13:30 hh:mm
. EN-50131 compatibility Mot required
|_ Re_Pmtm_g_ | Test period 1 Days
| e i il | Account number 1234 hex Time synchronization Disabled
| Temperature Sensors |
e | B | | Resdmoduletime  SettimefromPC
|_ Event Summary |
|_ ireless sensors | 9 | Keyboard Settings |
| Events Log | Wireless enable E] Panic e Lockout duration 2 min |
|_ Firmware | | B
Set ZN8 as Fire 2wire |
Remember password 1 | Medical  Audible » Keypad lockout 0
|  Door chime counter
Default settings Fire Audible :
_‘ Clear Events after reset L.}
IMEl/Unigue ID: Duress Code Enable [ ] Require code to view system status ]
868259025505218
I Status: reading done Dewvice: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role
1
T
Status bar
Menu
Name Value
Program Information about the program language and licence.
Action Program control actions.
Help Supplementary information about the module and the software.
Main action buttons Status bar
Name Button meaning Name Value
Read [F4] | Read the control panel parameters IMEI/Unique ID | IMEI address of the device
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Name Button meaning

Write [F5] | Write the control panel parameters into
module

Open [F8] | Open the saved file of parameters

Save [F9] Save the file of parameters

Logout User logout

6.3 User access

6.3.1 Control panel configuration

Name Value

Status Action status

Device Device type

SN Serial number

BL Boot loader version

FW Control panel firmware
version

HW Equipment version

State Log on status

Role Access level

To set access go to the program menu System Options > System administration. Three levels for parameter
configuration access are available. Upon login with the access code it can be saved by checking Remember

password field.

6.3.1.1 Administrator (Admin)

The highest level of Admin who is able to change all the control panel parameters and apply restrictions to other
users. Admin access code may be changed but cannot be deleted. The above can be done by clicking Change button
at Admin (Distributor) Code and entering the existing and new codes in the pop-up table.

6.3.1.2 Installer

The lower level of Installer who is able to change Admin allowed parameters. Installer access code can be changed
by Admin and Installer in the Installer Code field. Installer rights can be changed in the Installer permission field.

M TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = =] X
£ Program #° Actions B4 Help
| | System general Partitions Scheduler Holidays System troubles
‘ Users ‘
| Zones |
| PGM | =
i Administrator Code _ Account Number L4}
‘ Reporting ‘
‘ Keypads, Expanders ‘ Instalies Code Tab 'Sim/GPRS settings Editable
| Temperature Sensors | | cMsCode cresee Men Uy Editable
‘ RS485 modules ‘ Menu Zones' Editable
‘ Event Summary ‘ Tab 'CMS Reporting’ Editable
Wirel
‘ - ‘ Tab 'SMS & Call Reporting Editable
‘ Events Log ‘
" Menu 'Event Summary’' Editable
‘ Firmware ‘
Tab 'PROTEGUS Service' Editable
Remember password [ ]
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Installer rights parameters

Name

Description

Account Number

Object identification number (Account number) can be changed upon
marking a checkbox.

Tab “Sim/GPRS settings”

Menu “Users”

Menu “Zones”

Tab “CMS Reporting”
Tab “User Reporting”

Menu “Event Summary”

Protegus service

Installer rights to the selected section are indicated:
Editable — to edit,

Visible — to see,

Hidden — not to show.

6.3.2 Control panel control

6.3.2.1 Master user

The only one Master user, who is allowed to change the statuses of attributed partitions, add or delete users,
change its own or other user passwords, can be in the alarm system. See "Control panel SP231. Operation manual"
for control options and 6.9 ,,User access parameters”.

6.3.2.2 User

The alarm system can involve up to 39 Users. They can turn on the preferred arming mode, activate or turn off the
equipment connected to PGM outputs. Control options are provided in the document "Control panel SP231.

Operation manual".

6.4 System user initial login codes

Type of code

Purpose

Factory setting code value

Master user

To control the system by keyboard. 1234 (4 digit format)

123412 (6 digit format)

Remote user

To control the system in remote mode (SMS messages). | 123456

Administrator user

To configure the control panel operation parameters by | 123456

"TrikdisConfig" software.

Installer user

To configure the control panel operation parameters by | 0000 (4 digit format)

"TrikdisConfig" software and to perform various
functions via keypad.

000000 (6 digit format)

Notes: Login code values can be changed. Having reset factory settings for control panel operation, the login
codes will become the initial too.
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6.5 System parameters

6.5.1

General system parameters

To set general control panel operation parameters go to the program menu System options > System general.

# TrikdisConfig 166.8 SP231_181003135207 *SP231 = a X
£Program  SPActions @l Help
[Srem Optons | RS —————— e
I = | System general ons ays  System troubles System admini on
| Zones W 5emoptos JTmes
=Y | Test time 1330 | hhemm
- EN-50131 compatibility Not required

I Reporting I Test period 1 Days
I 5 el i | Account number 1234 hex Time synchronization Disabie)
] Temperature Sensors |
l RS485 modules | Battery charging SDOE mA T | Settime fromPC
] Event Summary |
I Wireless sensors | USER Code Format 4-Digits : Keyboard Settings ‘

E L I
I NEES 109 | Wireless enable ] Panic Audible Lockout duration 2 min
| Firmware |
= Set ZNE as Fire 2wire [v/]

Remember password [} Medical  Audible Keypad lockout

Door chime V] CORRRES

Default settings : Fire Audible

_ Clear Events after reset ]

IMEI/Unique ID: Duress Code Enable O Require code to view system status ]

868259025505218
Status: reading done Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

General parameters

Name Description
EN-50131 A box designated to set security grade of the alarm system. Upon choosing Grade 2 or
compatibility Grade 3, the parameters, ensuring the control panel operation under selected grade

security requirements, will be set automatically. The only parameters which do not lower
the security grade will be allowed to be changed.

Account Number

A box designated to enter 4 digits object identification number. Hexadecimal system
numbers are allowed to use.

Battery charging | A box designated to set a battery charging current. When Grade 2 security is set, the control
panel must fully charge the battery no longer than within 72 hours or within 24 hours if
Grade 3 security is set.

USER Code User control code length - 4 digits or 6 digits - is to be set.

Format

In case of 4 digit code and having selected the code format of 6 digits the first two digits are
transferred to the end, i.e. Code 1234 will be 123412.

Set zn8 as 2wire

When this box is checked, two-wire smoke detectors can be connected to ZN8 (see

6.7.1.2 ,,Setting of Fire zones”)

Door chime

When this box is checked, violations of set Delay zones at the alarm turned off will be
accompanied by keyboard audible (Buzzer) signal (see. 6.7.1.1 ,,Door Chime function.)

Clear Events after
reset

When the cell is checked, the memory of unsent reports will be deleted after the control
panel resetting.
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Name Description
Duress Code Enable Duress Code. After entering Duress code, the security system will immediately
Enable broadcast the alert message to CMS.

6.5.2  Resetting of initial parameters

The control panel factory settings can be reset. Click Restore button in the Default settings box under the main
menu branch.

Default settings

IMEl/Unique ID:
B68259025505218

Status: Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

6.5.3  Setting of control panel clock
The control panel sends reports with timestamps. To set the control panel clock go to System Options > System
general > Timers.
= The control panel clock can be set automatically and stay synchronised or can be set manually:

o Toset the clock automatically, at Time synchronization choose a source (Primary channel, Protegus server)
to which time will be set.

o To set the clock manually, click Set time from PC button and the clock will be set using computer’s clock.

= To view control panel time, click Read module time. After the click the program will display current control
panel time above the button.

6.5.4 Regular connectivity checks

Control panel can regularly report its status. If Grade 2 or Grade 3 security level is used, connectivity check reports
must be configured. Based on the time set control panel will send reports to:

= User, if User Reporting is on and Test/Misc is checked (see 6.12 ,,Report transmission to user”)
= Centralised Monitoring System, if CMS Reporting is on (see 6.11 ,,Report transmission to CMS )

For reports to be sent to the user, Enable must be checked at Event Summary > 37 Periodical Test 602. Periodical
test report also includes additional information about GSM signal strength, control panel power supply and battery
statuses. This information is sent to the Central Monitoring System separately. For CMS to receive it, Event
Summary > 41 GSM Level 660 must be checked. This setting is on by default in factory settings.

Connectivity checks can be done in two ways: with day-based or minute-based reference time. Settings for
connectivity checks can be adjusted in System Options > System general > Timers.

= Day-based reference reports can be sent at the defined time at the specified interval in days. Choose Days
under the Test period and enter the number of days between check reports sent. Enter report sending time
in the Test time field.

= Minute-based reference reports can be sent at the specified interval in minutes. Choose Minutes under the
Test period and enter the period specifying the frequency of sending the reports. Reference time counting
will begin with control panel restart and occur for the first time once the settings are entered in the control
panel by clicking the Write button.

= Connectivity checks are off if Test disable is selected under the Test period.

Note. Under security Grade 2 the maximum length of test period — 1 day, under security Grade 3 the maximum
length — 1 minute.
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6.5.5 Keyboard parameters

6.5.5.1 Keyboard lockout

Keyboard lockout function is activated after the respective number of unsuccessful attempts to enter the control
codes, and it shall be blocked for the selected period of time, when the period passes keyboard will be locked after
every unsuccessful attempt. After keyboard lockout, the report Access denied is being generated and sent. At Grade
2 or Grade 3 security, the number of allowable incorrect attempts is from 3 to 10.

Keyboard lockout is to be set in System Options > System general > Keyboard Settings:
= Set the number of attempts in Keypad lockout counter field.
= Set the lockout time (in minutes) in Keypad lockout duration field.

6.5.5.2 Emergency help button modes

The keyboard can send emergency calls Panic, Medical, Fire.

Their operation modes are to be set in System Options > System general > Keyboard Settings field, by selecting
the respective mode:

Silent — silent mode without activation of siren and light alarm.

Audible — audible mode when keyboard and bell sirens, and light indicator are activated.

6.5.5.3 Display of the system state

Keypad can constantly display the state of the partitions. Constant status display can be disabled and to temporary
view a partition state a user code must be entered. To enable this function, go to System Options > System general
> Keyboard Settings and select Enter code to view system state. If security Grade 3 is set the function is enabled
automatically.

6.6 System troubles

For the control panel to display trouble in the keyboard or to send a trouble report after troubleshooting, can be
set in the program menu System Options > System Troubles. Also an option to turn on the mode ARM in case of
trouble.

] TrikdisConfig 1.66.8 SP231_181003135207 *SP231 a b
£ Program & Actions 4 Help
| system Options 1 - : —
System general Partitions Scheduler Holidays System administration
‘ Users ‘
I
| Zones ‘ B Trouble Enable Restrict ARM
AC Trouble [ [C] Trouble latch
| PGM | 2 :
= 2 Battery Trouble | :
! Reporting ‘ 3 Aux Trouble [ [] Enter code to view trouble
‘ Keypads, Expanders ‘ S Bell Trouble v' [] Enter code to view Alarms in MEM
| Temperature Sensors | 2 Clack Trouble !
‘ RS435 | ‘ 6 CMS communication Trouble v
o 7 |COMBUS module Trouble v WL =
| Event Summary \ [8  |MCI bus Trouble ¥ L AC Fault Delay 600
| Wireless sensors \ (9 Tamper Trouble /] L
| Events Log \ AR | S SAAE O chelee W e T4 o Tamper Recognition
‘ Firware ‘ Audible alarm when disarmed, alarm wher -
Tamper Disable
Remember password [] Trouble when disarmed, alarm when armed
Trouble always
Default settings
9 Audible alarm when disarmed, alarm when armed
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Trouble parameters, first part

Name Description

ID Trouble identification number

Trouble Trouble name

Enable When it is checked the trouble indication and trouble report sending will be on.
Restrict ARM When it is checked, in case of such trouble, the arming activation will be restricted.

Trouble descriptions

Trouble name

Description

AC Trouble

Missing main power source.

Battery Trouble

Back-up battery is missing or below its voltage limit.

Aux Trouble

Exceeded current limit or short-circuited AUX output.

Bell Trouble

Missing siren.

Clock Trouble

Internal-clock time is not set or set inaccurately.

CMS communication Trouble Connection lost with CMS.

MCI bus Module Trouble Transmitter is not detected in MCI bus.

Tamper Trouble

Tamper detection.

Zone fault or detector masking Zone or anti-masking circuit interrupted.

Trouble parameters, second part

Name

Description

Trouble latch

When it is checked, the function of troubles storage in memory will be on. Then, User
wishing to enable the arming first of all must review the troubles occurred and clear their
memory, and afterwards enter its code and enable the arming. If it is not checked, the
trouble indication will operate in real time (trouble occurs - keyboard LED indicator is
lighting).

Enter code to view
trouble

When it is checked, the necessity for entering the control code to view trouble will be on.

Enter code to view
alarm in MEM

When it is checked, the necessity for entering the control code to view actuations
memory will be on.

Trouble Shutdown

Setting of the allowable number of the same trouble event, where in case of excess of
such number the trouble reporting will be off. The number of such events is counted until
the arming mode is changed (On/Off)

AC Fault Delay

Delay in generating the report on AC network interruption/recovery. Response time to
short-term AC network interruption/recovery is to be set, i.y. report on
interruption/recovery will not be generated if the event time is shorter than set in the
box.

Tamper
recognition

It must be set how the security control panel will function after sabotage event (tamper)
recognition.
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6.6.1 Tamper recognition

How the control panel will operate after tamper recognition can be selected in the program menu System Options
> System Troubles > Tamper Recognition. How to enable the zone tamper tracking, see 6.7 ,,Zone parameters”.

Operation after tamper event

Name Description

Tamper Disable Response to tamper events is disabled.

Trouble when disarmed / When disarmed, the tamper event will mean system trouble, and when armed,

alarm when armed the tamper event will mean alarm.

Trouble always Response to as problem is always on.

Audible alarm when When disarmed, the tamper event will be accompanied by siren sound, and when
disarmed / alarm when armed, the tamper event will mean alarm.

armed

6.6.2 Control panel watch-dog
Control panel continuously monitors its functioning and whenever its work gets disrupted it resets and returns to
its previous state. After system reset the System reset event is generated.

6.7 Zone parameters

6.7.1 Main zone parameters

Each ZNx input may be described as a separate zone. To set separate zone parameters go to the program menu
Zones > Zones settings.

Convenient! Double-click with mouse left button on the selected zone line to open such zone settings window.

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - o X
QhProgam  goActions @il Help
| Read[F4] | Write[F5] | Open[F8]  Save[F3] | Disconnect
‘ System Options ‘ = =
L0 2T Zones reporting
‘ Users [
" | | |zoneinpat Part. Bypass  Ignore  Force  Definiion Type  React  Repest  Alarm
‘ PGM ‘[ 1 |00002601, SP231 Panel, Zn|1 [+ v [ |delay EOL  |400ms  [600s 5 [&
— 2 |00002601, SP231 Panel, Zn|1 [v] v []  |interior |EOL  |400ms |600s 5
| Reporting | | [5 ooc02s01, 59231 panel. zr{1 vl [~ [ linstant [eOL  [400ms [600s 5
‘ Keypads, Expanders ‘ 4 |00002601, SP231 Panel, Zn|1 [+] vl [] linstant |EOL  |400ms [600s 5
| Temperature Sensors | | [3_|00002601, 5P231 Panel, Zr|1 v &) L] Jinstant |EOL  [400ms |600s 5
6 00002601, SP231 Panel, Zn|2 [v] W []  |keyswitch |EOL  |400ms |600s 5 =
| Rs485 modules | 7 00002601, SP231 Panel, Zr|2 7] ] [J |24 hours |EOL  [400ms |600s 5
\ Event Summary \ 8 00002601, SP231 Panel, Zn|2 [v] ] [ [fire EOL  [400ms |600s 5
‘ Wireless sensors [ |9 2022840, Infrared motion;\|8 [v] i O inctant ¥ |EOL 400ms 600s 5
‘ Events Log [ |10 2082089, Magnetic contac|8 Ef_l ‘*_" D delay L 400ms  |600s 5 L
E 11 |Disable 1 [ 4 O interior L 400ms 600s 5
| Firmware ‘ |12 Disable 1 v ] L1 linstant L |400ms  |600s 5
[13 |Disable 1 [+ It [ L |400ms |600s 5
Remember password [ |14 Disable 1 77 “ O 2T'h°urs L |400ms |600s 5
i |15 |Disable 1 [+] vl O 5_1 i L 400ms  |600s 5
i 16 |Disable 1 v v O ™ bk facoms [s00s |5
 Restore [17 |Disable 1 I ] O [*erswitch b la00ms  |600s 5
IME}/Unique ID: |18 |Disable 1 vl v [] |imterorSTAY g lagoms  [600s |5 s
868259025505218 PV P . (] o] (] instant_STAY . 40O mn £n0. & |
Status: Device: SP231  SN: 002601  BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

Zone parameters
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Name

Description

Zn

Zone sequence number

Input

Zone physical address. Information displayed: <module identification number>, <module name>,
< ZNx input number>.

Zone belonging to partition. Each zone can be attributed to the preferred partition.

Bypass

When it is checked, the option to activate the zone Bypass function during operation will be on.
The function allows disabling, for instance, the zone affected by trouble, in order the system can
be armed despite of such fault.

Tamper

Tamper tracking function will be on when it is checked. When the sensor circuit of type "normally
closed circuit with end of line resistor and tamper tracking" is connected to the ZN contact and
having the event occurred, the system will recognize whether it is the alarm event or tamper
event. If such event is recognized as tamper event, the system will start operating under the
operation type set in System fault > Tamper Recognition (see 6.6.1 ,,Tamper recognition”).

Shutdown

When it is checked, the function of short-term zone shutdown will be on. During the armed mode,
when the particular number of zone events set in Alarm has occurred, the other events of the
same zone will not be responded for the time set in Repeat. After this time expired (or when
disarmed), a new count of the number of zone events will be started.

Force

When it is checked, the activation of Force Arm mode will be available. i.e. the arming will be
allowed when the zone is violated. If the violated zone after the arming enabled, resets to its
normal status, then, in case of later zone event it will be responded.

Mask.

Anti-mask tracking function will be on when it is checked. When the sensor circuit of type "
Normally closed circuit with tamper anti-masking recognition " is connected to the ZN contact and
having the event occurred, the system will recognize whether it is the alarm or tamper or anti-
masking event.

Definition

One of 9 potential zone functions can be set. How the system restarts operating after the zone
event (sensor response and reset signal displaying) depends on the set zone function. For zone
functions see 6.7.3 ,,Zone function description®.

Type

Set which type of sensor circuit connected to ZNx input should be tracked. Options available: NC
— Normally Closed, NO — Normally Open, EOL — End Of Line.

Delay

Setting of zone sensitivity The zone events shorter than ones set in the box will not be responded.

Repeat

Insensitive time to recurrent zone events For more details see Shutdown.

Alarm

The maximum allowable number of recurrent zone events. For more details on operation see
Shutdown.

6.7.1.1

Door Chime function.

At OFF/DISARM mode, the control panel can for a short while activate PGM output with the set Buzzer function
and keyboard audible signal - buzzer and thereby to warn that Delay zone is being violated, i.e. door
opening/closing. For activation of Door Chime function, Door chime box must be checked in System Options >
System general > System options.

6.7.1.2

Setting of Fire zones

Any ZNx input of the control panel can be set as Fire zone and a four-wire smoke detector can be connected thereto.
In order to connect a two-wire smoke detector it should be connected to ZN8 input, which must be set:

a) as Fire zone,

b) input target for two-wire smoke detectors must be on (Set zn8 as 2wire box must be checked in System
Options > System general > System option).
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When needed, a two-wire smoke detector connected to ZN8 can be reset by means of the keyboard or SMS
message.
6.7.2 Parameters of zone event reports

In the program menu Zones > Zones reporting are to be indicated the zone sequence numbers, the event Contact
ID protocol codes, alarm report sending on/off and SMS message text entered.

] TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = O X
£ Program & Actions 4 Help
| Read[F4]  Write [F5] | Open(F8]  Save[Fs]  Disconnect
\ System Options ‘ 5
Zones seting
| Users |
— Zones CID code Report Enable Zone Name -
: . ‘ 1 134 o Zone Name 1
| PGM ‘ 2 132 i~ Zone Name 2
‘ Reporting ‘ 3 130 v Zone Name 3
[k ds. E g ‘ [4 130 vl Zone Name 4
P e 5 130 v Zone Name 5
\ Temperature Sensors ‘ [6 409 &l Zone Name 6 =
\ RS485 modules ‘ [7 133 i Zone Name 7
i Event Summary i .B 110 :J_ Zone Name 8
h .9 130 4 Zone Name 9
| Wireless sensors \ |10 134 v Zone Name 10
| Events Log \ (11 133 v Zone Name 11
‘ Firmware ‘ [ 12 133 WV Zone Name 12
[13 133 v Zone Name 13
Remember password || |14 133 Wi Zone Name 14
l‘S 133 v Zone Name 15
Default settings 16 133 vl Zone Name 16
_ 17 133 v Zone Name 17
) |18 133 ) Zone Name 18
IMEl/Unique ID: 19 133 v Zone Name 19
868259025505218 I3 133 ) Facn Alacen N .
Status: Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role
Zone report parameters
Name Description
Zn Zone sequence number
CID code Zone Contact ID event code (will be set automatically when the zone function is selected).
Report Enable When it is checked, the event report sending will be on.
Zone Name Zone name is entered which will be visible in SMS text.
6.7.3  Zone function description
Zone The control panel operation after the zone event

function

Keyswitch By changing the status of this input it is possible to turn on/off the alarm system. The alarm
system is on when Exit Delay is set. This time interval is designated for unhindered leave of the
protected premises via the exit route. Respective report is sent after the zone status changed.

Delay When the alarm system is on, the input zone Delay violation is allowed within the Exit Delay time.

If after such time expired the zone remains violated, Bell and Flash output signals are being
generated and reports sent.

If the zone is violated when the alarm system is on, Entry Delay time counting is started. Within
this time the alarm system must be turned off, otherwise Bell and Flash output signals will be
generated and reports sent.
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Zone The control panel operation after the zone event

function

Interior If the zone is violated when the alarm system is on, Bell and Flash output signals will be
immediately generated and reports sent. Zone violation is allowed within the time of Entry Delay
and Exit Delay.

Interior Operates in the same way as Interior, however, when security mode STAY or SLEEP is on, the

STAY control panel will not respond to the zone violations.

Instant If the zone is violated when the alarm system is on, Bell and Flash output signals will be
immediately generated and reports sent.

Instant Operates in the same way as Instant, however, when security mode STAY or SLEEP is on, the

STAY control panel will not respond to the zone violations.

24 hours If the zone is violated at any time, Bell and Flash output signals will be immediately generated and
reports sent.

Fire If the zone is violated at any time, Bell and Flash output signals will be immediately generated and
reports sent.

Silent If the zone is violated at any time, the reports are sent immediately, however Bell and Flash output

signals will not be generated.

6.8 Partition parameters

Partition is a group of independently protected zones. The alarm system can be divided into separately protected
parts. The partitions are configured in the program menu System Options > Partitions.

Partitions are enabled and added in Partitions Enabled field. Maximum number of partitions - 8. Partitions are
added and disabled in the sequence order. In order to disable a partition, it is necessary such partition to be no
longer used. Trying to disable a partition which is still being used, a report, indicating where to refuse such partition

usage, will pop-up.

Double-click with mouse left button on the selected partition line to open such partition settings window. Partition

settings can be changed also by directly changing settings in the partition line.

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - | *
Lhprogam  gUActions  EilHelp
;‘ l} System general m Scheduler Holidays System troubles System administration
Users
‘ Zones \
| | P1 P2 P3 P4 P5 P6 P7 P8
PGM | Partitions Enabled vV ¥V ¥ Vv
1 Reporting ‘
|
| Keypads, Expanders | | |ip Partition Name Entry Exit Bell  Squawk Re-ARM  KeyswitclRemot P2 P3 P4 P5 PE P7T P8
| Temperature Sensors ‘ [T |Areal 15 (20 [120 C : :4‘ | [
2 vl [
| RS485 modules | |]= LB LB L | J . : =
‘ 3 |Area3 15 |20 [120 C ¥ vl i}
| Event Summary I % ek 15 |20 [120 = C 7 = Eiln Siiniisiln
| Wireless sensors | | |5 |Areas 15 |20 [120 [ Wi v
| Events Log | | |6 |Areat 15 |20 [120 L O v] i L LI L u
= ‘ 7 |Area7 15 20 120 L v V| L
iIrmware | 8 |Areas 15 20 120 — r il :’ ‘ | === = = -
Partition parameters
Name Description
ID Partition sequence number
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Name

Description

Partition Name

Partition name. Default settings provide partition names such as Area 1, Area 2, Area 3 and
etc. The name can be changed by clicking on the notation.

Entry Entry time given to the partition, when entering via Delay set zone Time shall be written in
seconds, duration from 0 to 255.

Exit Exit time given to the partition, when entering via Delay set zone Time shall be written in
seconds, duration from 0 to 255.

Bell Duration of audible signal (sirens, Bell) after the alarm system activated. Time shall be
written in seconds, duration from 0 to 9999.

Squawk Partition Bell Squawk function is on. One short siren (output Bell) signal will be generated
during the alarm system on, and two short signals - during alarm system off.

Re-ARM Partition arming (Re-ARM function) against accidental alarm system deactivation is
enabled. When the alarm system is enabled remotely but not violating the entry zone after
entry delay time, the alarm system will turn on in its previous arming mode.

Keyswitch Keyswitch zone entry control type is indicated and also system control is operated; the
only Pulse mode is possible in order to have a remote control for the system.

Remote Partition, remote control option (Registered numbers control by SMS message and calls) is
enabled.

Dial Partition, status control by call is enabled.

P1-P8 Jointly operated partitions are indicated by checking the boxes (the partition automatically

turns into the arming status when all the checked partitions are in the arming status).

6.9 User access parameters

The alarm system control options and types are indicated in the program menu Users.

| System Options

&k program #" Actions [ Help

‘ o=,

1 Zones

| PGM

‘ Reporting

‘ Keypads. Expanders

\ Temperature Sensors

9 TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - o X
| Read[F4] | Write[F5] | Open[F8]  Save[F3] | Disconnect
i I [ artitions contemilod by {iisar controles partitions _..
1 |ID Name Telephone No Keypad code iButton code RF Pendant ID Dial iButton RF PencP1 P2 P3 P4 P5 P& PT P8
| |Master |Master 37060123456 | sees 000001DBA0A2 [N/A 1 wva  |MIOOC|O|C| )
| |USER 02 [u2 ssee 000000000000 [N/A N/A  [N/AIN/A |G D)L L]
i USER 03 |u3 000000000000 |IDO1 2424025 [N/A |N/A |2 2] [ | | o
USER 04 |ud weve 000000000000 |N/A NA INna [N OO C OO E
| USER 05 |u5 sene 000000000000 (IDOZ 2123625 |N/A [N/A |8 [ | ) ] |
| USER 06 000000000000 (N/A N/A |N/A  [N/A CHCHCH O

User access parameters

Name Description

ID User identification number

Name User name is indicated based on which in the reports sent will be visible who has controlled
the alarm system and how.

Telephone User phone number is indicated from which the alarm system will be remotely controlled.
Numbers must be entered with international code.

Keyboard 4-digit or 6-digit user code is set for the control of the security system via keyboard. User 40

code is assigned with the code type Duress alarm.
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iButton code iButton key identification number for the alarm system control is indicated.

See 6.9.1 ,,iButton key code registering”.

User Code 4 digit or 6 digit user code for the alarm system control via keyboard is indicated.

P1-P8 The alarm system partitions controlled by user are indicated.

6.9.1 iButton key code registering

iButton key numbers are added in iButton code field:
e All added iButton keys will be registered in the order of sequence by clicking Start programming.
e To finish entering the keys, click Stop programming button.

The codes can be cleared by entering 12 zeros instead of the existing ones. The codes can be transferred to the
other user by copying.

Having zeros remained in Master user, iButton code field and the unknown key added, it will be automatically
registered to Master user, thus after entering new keys or completing programming and willing to have no Master
user code it is recommended to change the code into e.g. 000000000001.

6.10 SIM card parameters
The control panel contains two SIM card holders where SIM cards of different GSM operators could be inserted
thereby enabling transmission of messages using services of different GSM communication providers.

The control panel sends messages using the first (SIM1 holder) SIM card. If network communication is interrupted
the control panel will automatically register in the other network using the second (SIM2 holder) SIM card. After 4
hours the control panel will try to register with the first SIM card.

Settings are to be set in the program menu Reporting > SIM/GPRS settings.

B TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = O X
£ Program #° Actions 4 Help
‘ | Read[F4]  Write [F5] ~ Open[F8]  Save[F9) . Disconnect
| System Options ‘ - - -
b | Reporting to CMS  PROTEGUS service SMS & Call Reporting  SMS texts to user 1007 el O 0T
Sers
= | ET
| PGM \_
lReporting | SIM card PIN s SIM card PIN Frrs
: Keypads, Expanders ‘ APN APN internet
‘ Temperature Sensors ‘ Login Login
‘_ RS485 modules _‘ Password Password
| Event Summary \
| Wireless sensors |
SIM card parameters
Name Description
SIM card pin SIM card PIN code.
APN Name of GSM operator network where SIM card inserted in the module is operating.
Login User name of GSM operator network where SIM card inserted in the module is

operating (if required by network operator).

Password User password of GSM operator network where SIM card inserted in the module is
operating (if required by network operator).

www.trikdis.com 35 December, 2018




/
’I; TR'KDIS Control Panel SP231

6.11 Report transmission to CMS

Parameters required to transmit reports to Centralized Monitoring Station (CMS) via GPRS and SMS communication
channels are entered in the program menu Reporting > CMS Reporting. Sent information is coded by Contact ID
protocol codes.

The alarm system reports are transmitted via primary communication channel. In case of the above channel
interruption, reports are transmitted via backup communication channel, and communication with the primary
channel is regularly attempted to restore. If both GPRS channels are interrupted, reports shall be transmitted via
backup SMS channel (Backup 2).

Parameters of Primary and Backup communication channel with the centralized monitoring station receiving
device shall be indicated in the fields. Primary and Backup channels shall be selected in respective boxes of drop-
down lists.

% TrikdisConfig 1.66.8 SP231_181003135207 *SPa31 = O X
LhProgam S Actions [ Help
| Read[F4]  Write[F5] . Open[F8]  Save[F9]  Disconnect

{ System Options | - - -
[- - I U0 U R ERe L PROTEGUS service  SMS & Call Reporting  SMS texts to user  SIM/GPRS settings

Users
| Zones |
[LGM—I RS485 IP Module Encryption Key sssses
[AM_I hanone o 195.14.187.141 Rk i Pl 3 e

Keypads, Expanders
. = = | Remote port — GPRS Ping period vl e 5
i Temperature Sensors I 600

SMS Pi od L .
{, RS485 modules I il
| Event Summary |
l Wireless sensors I Disable 4 Transmission Protocol TCP
{ Events Log | Remote host Backup reporting after 3 attempts
| Firmware I e it 0 " 8.8.8.8
+ : B8.B.4.4

Remember password [ SMS Phone DNS2

Default settings .

| Restore SMS Phone

IMEl/Unique ID:

868259025505218
Status: Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

Primary communication channel
Name Description
Remote host Receiving device IP address.
Remote port Receiving device port
SMS Phone Phone number of receiving - via SMS channel -device of monitoring station is indicated
Backup communication channel

Name Description
Remote host Receiving device IP address.
Remote port Receiving device port
SMS Phone Phone number of monitoring station device able to receive reports via SMS channel.
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Backup 2 communication channel

Name Description

SMS Phone Phone number of monitoring station device able to receive reports via SMS channel.

The control panel involves continuous control of communication with monitoring station receiving device.
Communication testing signals PING are periodically sent to determine performance of communication channel.
Having detected interruption of communication in the primary channel, the control panel immediately switches to
and transmits reports to monitoring station via backup channel.

Name Description

Encryption Key | Message encryption key of six-digits which must match with message encryption key of
monitoring station.

Return to Period of time after expiry of which the control panel will try to restore communication via
primary after primary channel, min.

GPRS PING Time | Period of communication test signal PING sending via GPRS channel, sec. Check the
particular checkbox to enable signal sending function. If security Grade 3 is set, the
maximum period length - 90 seconds.

SMS PING Time | Period of communication test signal PING sending via SMS channel, sec. Check the particular
checkbox to enable signal sending function.

Network parameters

Name Description

Transmission Protocol | Transmission protocol - TCP/IP or UDP/IP - shall be selected.

Backup reporting after | Number of attempts to transmit report via Primary channel is to be indicated. If
transmission is failed, the connection for report transmission via Backup channel will
be initiated.

DNS1, DNS2 IP addresses DNS servers.

6.12 Report transmission to user

Note: When it is set that reports will be addressed both to Centralized Monitoring Station (CMS) and to user, and
GPRS channel is set for reporting to CMS, the reports will be sent to CMS first of all, however they will be sent to
user only after the control panel "is aware" that have been already transmitted to CMS.

If SMS channel is set for reporting to CMS, the reports will be sent to CMS firstly, and to users - secondly.

For reporting to the users only, go to menu Reporting > CMS Reporting, and set Disable in the options of Primary
and Backup channel technology

Parameters, which set report transmission to users, are indicated in program menu Reporting section SMS and
phone calls for users. The alarm system reports can be sent by SMS messages to 5 mobile phones. Events are texted
in free form using different symbol characters (Lithuanian, Latin or Cyrillic alphabet letters). There is an option to
choose whether to send all or particular alarm event reports to the addressees.
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W TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = O X
£ Program #° Actions Ed Help
| Read[F4]  White[F5]  Open[F8]  Save[F9]  Disconnect
[ System Options l - - = -
I | Reporting to CMS  PROTEGUS service SMS texts to user  SIM/GPRS settings
Sers
| Zones |
oM || e [rsorzss wasws ¥ | TS
eypads, naers
{ = = S i Tel3 * Send SMS ]
t
[ emperature >ensors Tel 4 = Send SMS O] ?Iarr;:’ﬂesmre %
RS485 modules [ YOS
! Tels [+ Serd SMS ] Open/Close Ll
| Event Summary [ | | Test/Misc L]
‘ Events Log [ Alarm/Restore ™M|O|0|0|0 ‘ ~
- Troubles (W) 1~) () (] | Tel + Dial L]
‘ brmware [ Open/Close ) |2 | f
Test/Misc ] ][] ] = Alarm/Restore
Remember password ] Troubles ]
Open/Close L]
Default settings SMS character set Latin v Test/Misc L
_I SMS password ssssse Max number dialing 3
IMEl/Unique ID: :
868259025505218
Status: Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role
SMS message parameters
Name Description
Tel 1-5 Phone numbers of users subject to message sending are entered. Enter numbers with
international country code.
Send SMS SMS text message sending to indicated telephone is enabled.
Alarm/Restore Alarm system actuation and restoration reporting is enabled.
Troubles Equipment operation trouble reporting is enabled.
Open/Close Alarm system On/Off reporting is enabled.
Test/Misc Communication test reporting is enabled.
SMS character set | SMS character set selection.
SMS password Password for remote control and programming via SMS messages.
Call report parameters
Name Description
Tel Phone number of user subject to call receiving. Enter numbers with international country
code.
Dial Calling function for indicated phone number is enabled
Alarm/Restore Calling in case of alarm actuation and restoration is enabled.
Troubles Calling in case of equipment troubles is enabled.
Open/Close Calling in case of alarm system on/off is enabled.
Test/Misc Calling in case of communication test is enabled.

Indicate maximum number of unsuccessful calls in Max number dialing field.
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6.12.1 Maessage texts to User

Texts which will be visible in SMS messages are indicated in the program menu Reporting > SMS text to user.

Close Close

# TrikdisConfig 1.66.8 SP231 181003135207 *SP231 - O e
PhProgram 4 Actions Help
‘ System Options ‘ - - - N—
r | Reporting to CMS  PROTEGUS service  SMS & Call Reporting SIM/GPRS settings
Users
[ Zones [ [ID EventType SMS Text
{' PGM { Alarm Alarm
e Restore Restore
[Reporing ] Open Open

SMS text parameters

Name Description

ID Report sequence number

Event Type Text description.

SMS Text Text which will be visible in SMS message is entered.

6.13 PGM output configuration
The board contains five (PGM1 — PGM3, BELL-, LED) programmable output terminals for connection of devices
controlled by the control panel.

e Terminals PGM1 — PGM3 are designed for connection of user selected modes, circuits.

e Terminals BELL+ and BELL- (PGM4) are designed for siren connection. The control panel provides control and
signalling if external circuit of this output is interrupted, short-circuit.

e Terminal LED (PGMS5) which is connected to positive terminal of mains supply output via 5K1 resistor. It is
designed for LED indicator connection.

PGM outputs are set in program menu PGM. Any output can be set operating in one of numerous operation modes
(see 6.13.1,,PGM output operation descriptions”).
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# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - o X
£ Program #° Actions 121 Help
[ System Options | ; -
= |Name Output Output definition Control Mode  Puise Length Dial =
[. Users | [1 00002601, SP231 Panel, PGM-1 Remote Control Pulse 15 [
| Zones | |2 |o0002601, 5231 Panel, PGM-2 Remote Control Pulse 3 O
!_I 3 00002601, SP231 Panel, PGM-3 Remote Control Level 15 O
[——I 4 00002601, SP231 Panel, PGM-4 Bell Pulse 3
_Repoiting 5 |00002601, 5P231 Panel, PGM-5 Suctam State ak
[ Keypads, Expanders | 6 Disable Disable Py
| Temperature Sensors | |7 |Disable Bell ; )
8 i 15
[ RS485 modules I 5 g‘“ble Buzzer -
| isable Pulse )
‘ Event Summary I 10 |Disable Faah Pulse 0
- f System State -
\ Wireless sensors I 1 Disable Pulse 5
4 i 12 e Ready =
‘ Events Lo,g, I [ | Remote Control — .
‘ £ | ‘13 Disable Level
Firmware |14 |Disable AC failure Pulse
= [1 Battery OK Pulse 0
Remember password [l ‘ 2 Disable
|16 |Disable ARM/DISARM Pulse 0
17 ! Pulse 0
Dufalt etinngs ‘ Disable Alarm Indication uka :
_ |18 Disable Lost Primary Channel Pulse 0
| 19 Disable Lost Secondary Channel | Pulse 0
IMEl/Unique ID: |20 Disable Fire Sensor Reset Pulse 0
868259025505218 ‘21 Disable Fire Indication
2 Aeatia it — TR A .
Status: Device: SP231  SN: 002601 BL: 5P231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

PGM output parameters

Name Description
ID Output sequence number.
PGM Output name.

Output definition | Selection of output operation mode.

Control Mode Type of remote control mode, pulse or level.
Pulse Time Pulse duration is indicated. Duration can be from 0 to 9999 sec.
Dial Remote control by call of output set in Remote control mode is enabled.

6.13.1 PGM output operation descriptions

PGM output mode Description

Bell Output for connection of audible sounder (siren).

After the alarm system actuation a continuous or pulse (fire) signal is generated.

Alarm
OFF
ON
Bell time
Aprr—
Buzzer Output for connection of audio indicator.

After the alarm system activated a pulse signal is generated within Exit Delay time,
and continuous signal - within Entry Delay time or when the alarm system is
disturbed. When the alarm system is turned off, operates like keyboard buzzer.

www.trikdis.com 40 December, 2018




/
'IA TRIKD'S Control Panel SP231

PGM output mode Description
command - ARM Delay command - DISARM
OFF LA L L 2 J ...Clﬂos?'.'j/ \\
ON ]_I_

Exit Delay Entry Delay

Flash

Output for connection of light indicator.

When the alarm system is on, a continuous signalis generated, and if the alarm
system is disturbed - pulse signal. Signal is terminated by turning off the alarm
system.

command - ARM Alarm

n
OFF my® o

ON close | | I | |

System State

Output for connection of light indicator of the alarm system status.

Within Exit Delay time a pulse signal is generated, and when the alarm system
activated — continuous. Signal is terminated by turning off the alarm system.

open open

OFF
ON ||||||| close

Exit Delay

Ready

Output for connection of light indicator of input statuses.

If all zones are clear (none violated), a continuous signal is generated.

OFF Zone fault

ON Zones OK

Remote Control

Output designed for connection of electrical devices which will be controlled by SMS
message or phone call

a) control by SMS message

OFF

Pulse mode: ©°v

[}
2 [Wg
w w

SMS2

Level mode:  °n
b) control by phone call
Dial

OFF

o
Pulse mode: ©on |—|

Dial1 Dial2

e

OFF
Level mode: ©n —‘—I

AC OK Output for connection of indicator about control panel supply from alternating
current.
OFF —ACOK
ON AC lost

Battery OK Output for connection of indicator about control panel supply from battery.
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PGM output mode

Description

OFF Battery OK

ON Baltery lost

ARM/DISARM

Output for connection of light indicator of the alarm system status.

When the alarm system is on a continuous signal is generated.
ARM DISARM

OFF open open

ON close

Alarm indication

Output for connection of light indicator showing alarm status of the alarm system.

After the alarm system actuation a continuous signal is generated.

Alarm
OFF open e open
ON close
Bell time

Lost Primary Channel

Output where a continuous signal is generated when communication with primary
channel was lost.

Last Primary Channel

oFf ——

Restore Primary Channel

ON

Lost Secondary Channel

Output where a continuous signal is generated when communication with
secondary channel was lost.

Lost Secondary Channel Restore Primary Channel

OFF et

ON

Fire Sensor Reset

Output for reset of fire sensor operation.
Its status changes 5 sec. and returns to the initial one.

Fire RESET
OFF

ON

S sek.

6.13.2 PGM output remote control

When any of PGMx output is set for operating in Remote Control mode, the status of such output will be available
for remote control - by SMS message or phone call. This function is used when it is needed to turn on/off home
automatics by remote control (gate lifting motor, irrigation pump, heater, cooler, etc.) without changing premises
protection mode.
Remote control mode is selected in Control Mode field:

= Level - a status will change and remain the same until the next command.

= Pulse - a status will take time as indicated in Pulse Time field.
For control by SMS message, see 7 ,,Programming and control by SMS messages”.

III

For control by call, see 6.14 ,,Control by cal
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6.14 Control by call
Control-by-call function is designed for remote control of partition statuses and PGM remote control mode outputs.
One call can control:

= one partition selected;

= one PGM output selected;

= selected partition together with PGM output.
Control by call is available only from phone numbers attributed to the users, see 6.9 ,,User access parameters”.

6.14.1 Partition control

By means of call the existing partition mode can be disabled and switched into DISARM, and when DISARM is on,
ARM mode is activated.

Call control for partition is enabled in partition settings, see 6.8 ,,Partition parameters”. A partition desired to be
controlled, first of all, must be enabled for operation remotely by checking Remote box. The next step is to check
Dial box to select one of possible partitions.

Note. When partition remote control is enabled, Keyswitch zone operation mode is rewritten into pulse mode.

6.14.2 PGM Output control

By means of call the output set by Pulse mode can be activated or Level mode status inverted.
To enable call control, check Dial in PGM output settings, see 6.13 ,,PGM output configuration”.

6.15 Transmission module registration

A list of devices (slaves) connectible to MCI data bus is provided in the program menu Transmission modules.

For device registration it is necessary to know MCI address number of such device; the number is to be set in the
parameter configuration of respective module.

= To add a module, when module address is known, click respective field of Type column in such address Slave
line.

= To remove module from the list, select Not Available in Type field.

= The changes after module adding/removing must be written in the control panel. This can be done by clicking
Write button.

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - O X
£ Program S0 Actions (¥ Help

| System Options |

= |MCl Siave Serial No Type Firmware version Type

| Users | 1 0000D88039E75367  |E16T E16T_180921134218 1P Module
| Zones | {2 0000000042949672  |RFMOD2 RFMOD2_011807041808 | Unclassified
| PGM | 13 0000000000000287 i08 10-8_3.10 Unclassified

— :4 0000000000000003 W17U W17u_1.00 Communicator

l pepee) | |5 0000 0 Nt Aunilahla

| Keypads, Expanders | |6 Not Available

| Temperature Sensors | {7 E16T

5 8 N
|_' 5485 modules _| wil
FMOD2
| Event Summary | RENRE
08
I Wireless sensors |
E14
_1._F.w;nt< Lon |
Transmission modules parameters
Name Description
Slave Device address number.
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Name Description

Serial No Module registration number.
Type Module type applied.
Firmware version Module firmware version

In TrikdisConfig application window, tab Reporting - Reporting to CMS it is necessary to set the main reporting
channel to the unit RS485 IP Module. Both CSP IP address and the port number must be set.

% TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - o X
System Options . — — , —
PROTEGUS service SMS & Call Reporting  SMS texts to user  SIM/GPRS settings
Users
Zones E .
PGM RS485 IP Module ~ Encryption Key ssenne
 Reporting Re host 195.14.187.141 PR 3 e
Keypads, Expanders
Remote port i, GPRS Ping period o s
Temperature Sensors 600
SMS Ping period 7
RS485 modules - :
Sy |
Wireless sensors ] Disable -+ Transmission Protocol P z
Events Log I | | Remote host Backup reporting after y attempts
Firmware | [ 0 i 8.8.8.8
+ 8.8.4.4
Remember password [ SMS Phone DNS2
e
I SMS Phone ;
| IMEl/Unique ID: ;
868259025505218
Status: Device: SP231  SN:002601  BL: SP231v2_boot_v1 FW: 5P231_181003135207 HW: State: HID Admin role

In the tab PROTEGUS service, the checkbox Enable Connection must be marked and the Access code must be
assigned in the text box below.

L TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = a X
System Options ’ - -
Ilepu&ngbCMS=1 rSMS&Clﬁﬂanhng SMS texts to user  SIM/GPRS settings
Users
Zones PROTEGUS Service
PGM
: Enable Connection
Reportmg Access code sssses
Keypads, Expanders
Temperature Sensors ] If RS485 IP transmission module is connected, it is main channel with Protegus Cloud

The configuration of module E16T with TrikdisConfig. Plug in E16T to TrikdisConfig using a USB Mini-B cable. In
System settings window it is necessary to provide the name of the control panel (Trikdis SP231) in the field Panel
type. Press the button Write [F5] in order to save the settings to E16T.
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# TrikdisConfig 1.66.8| E16T - o X
e e——— )
i’ Account number 1234 Administrator code sensee
Firmware
Use security panel account ID O Installer code ssesse
Test period 1440 i Allow installer to change
Account number O
Panel type Trikdis SP231 -
Reporting
| oo (]
Internal MAC DBB039ETS367 Event Sy (|
Use DHCP =
Internal IP 192.168.1.118
Mask 255.255.255.0
Remember password [
0.0.0.0
Default setti Gateway
_ DNS 1 B.8.8.8
DNS 2 8.8.4.4
Unique ID:
DBBO3FETS367
Status: done Device: E16T SN:000004  BL: E16T_boot_1v1 FW:ET16T_180921134201 HW: State:  HID Admin role

E16T will automatically set the type of TCP protocol to RS485 to IP Transparent mode.

# TrikdisConfig 1.66.8 | E16T = =] X
g
Syszem setﬁngs ARC Reporting mm
_._

Reporting
ML E— S
Firmware

— © Pwtoco[

Remote Host 195.14.187.141

MCI slave address 1
Remote Port 6001
TCP or UDP E:I'CP =

6.16 Keypads and expanders registration
Expansion modules physically connected to 2-wire YEL/GRN (Y/G) data bus and registered by the control panel
SP231 are provided in the program menu Keypads, Expanders.

= The models connected for the first time will be automatically recognized and included in the list.

= To delete a module, check the selected module line and click Remove.

" TrikdisConfig 1.66.8 SP231_181003135207 *SP231

| Read[F4]  Write [F5]  Open[f8]  Save(Fs]
— Al
Users o |oooozs01 SP231 Control panel 8 5
Zones 1 |34000208 | CZ8 8-Zone Expansion 8 1
PGM 2 [1£000378  |Keypad Protegus LED 32-Zone 1 |o
- 3 [3s0001c3 CZ8 8-Zone Expansion 8 1
Reporting | [4 [t2054505 Keypad K10V(H) 1 0
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Keypads and expanders parameters

Name Description

ID Device sequence number.

Serial No Control panel registration number.
Hardware Control panel type.

Zn Number of control panel inputs.
PGM Number of control panel outputs.

6.17 Wireless sensors registration

SP231 is compatible with the wireless sensors, sirens and remote controls of manufacturer Crow when using the
module RFMOD2.

Connect RFMOD2 module to the control panel SP231 (see. 5.9 ,,Connection of RFMOD2"). When RFMOD2 is
connected, it is automatically recognized and added to the list by SP231. After connecting SP231 to TrikdisConfig,
the data is read by pressing the button Read [F4]. The window RS485 modules shows the information about
connected RFMOD2.

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = =} X

[ System Options |
MCI Siave Serial No Type Firmware version Type
Users 1 0000D88039E75367 E16T E16T_180921134218 IP Module
Zones - 0000000042949672 RFMOD2 RFMOD2_011807041808 |Unclassified
PGM 3 0000000000000287 i08 10-8_3.10 Unclassified
- 4 0000000000000003 W17U W17u_1.00 Communicator
Reporting 5 0000000000000000 | Not Available il '
Keypads, Expanders 6 0000000000000000  |Not Available
Temperature Sensors 7 0000000000000000  |Not Available

Open the window System Options and tick the checkbox Wireless enable. Click the button Write [F5].

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 e (m] X

it (WP ] Ol swel] o
System Options = - I ) -
y 2 : lF'Iit Cchedul Holidays ' Sy o System adh o
Users i ' ' ; )
e
PGM o Test time 1330 | hhemm
EN-50131 compatibility Not required v
Reporting Test period 1 Days b
Keypads, Expanders Account number 1234 hex Time synchronization Disabled =
Temperature Sensors
iStssmodes | i seney cunio ol | — —
Event Summary
Wireless sensors USER Code Format 4-Digits b Keyboard Settings

Events Lo
I 9 | Wireless enable Panic  |Audible  +| Lockoutduration 2 |min
| Firmware ]
Set ZN8 as Fire 2wire
Remember password [ | Medical |Audible  +| Keypad lockout 0
Door chime counter
Default settings Fire Audible v
I _ Clear Events afterreset [ |
IMEl/Unique 1D: Duress Code Enable O Require code to view system status ]
868259025505218
Status: reading done Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role
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Open the window Wireless sensors and click the button Update status.

L] TrikdisConfig 1.66.8 SP231_181003135207 *SP231

| Resd[F4]  Write[F5] . Open[F8)  Save[F9]  Disconnect
System Options
@

Zones
oM | Detectors [EEUITTERR
Reporting
Keypads, Expanders Rescan registerd devices: [5
Temperature Sensors Add device (Serial No): : -
R5485 modules Remove device (Serial Noj: | Remove
Event Summary

e e T
Events Log 1 0000000 NA |0 O w
T 2 |o0ooo0o NA |0 O \ |=

After the window Wireless sensors will be refreshed, click the button Start learning.
‘ TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = m] X
| Read[F4]  Write[F5] . Open[F8]  Save[F9] | Disconnect

System Options
Zones
P [ oeecon Rl
Reporting
Keypads, Expanders Rescan registered devices: -
Temperature Sensors Add device (Serial No): [
WoARS teshoe Remove device (Serial No): . Remove
Event Summary

s o[
Events Log 1 |0000000 (nva Jo ] O ‘
Fiimware 2  [ooooooo NA |0 L w =

The window of sensor Learn mode will be opened.
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B Trikd fig 1 031
QrPogram  SoActions Bl Help
. Read[F4] l ¥ Learn mode = O X | Disconnect |
| System Options | l
= °0s ==
| Zones | = :
| PGM | s . ®
| Reporting | . ° L
|7 Keypads, Expanders | Ref
| Temperature Sensors | Ad
|. RS4.8-5 modules | Rel
| Event Summary |
| Wireless sensors | . [
| Events Log | 1 00
| Firmware | :3 00 \
|3 00 The learning mode is enabled. Follow the instructions on
Remember password ] |4 0g how to properly register your devices |
5 0

Default settings 6 oo ,

_ L z EE:. Stop learn mode

IMEI/Unique ID: |

868259025505218 RF receiver status: ONLINE Software version: 2 Hardware version: 67
Status: reading done Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

It is possible to perform the registration of wireless sensors all at once.

6.17.1 Detectors
In this tab these detectors will be shown: PET Immune PIR Detector, Magnetic Contact, Smoke & Heat Detector,
Glass Break Detector, Curtain Motion Detector, Flood Sensor.
Learning:

To start “Learn” procedure, press the button Start learning.

2. Insert battery to the sensor; wait until red/green LED will stop blinking.
3. For few seconds (1-2s) press tamper switch on detector’s circuit board.
4. When the button of the Tamper is released, the indication of LED sensor will change:

a. Theindicator is blinking in green and red means that the sensor was registered to the system
successfully.

b. The indicator is blinking only in green means that the sensor was not registered yet. Repeat the
registration procedure.

¢. The indicator is blinking in red means that the voltage of the battery is too low and the battery must be
changed.

5. Sensors that are successfully registered will be shown in the window Learn mode list. The serial number of
the physical sensor that is being registered must match the serial number of the sensor, which is displayed
in the window Learn mode.
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‘ TrikdisConfig 1.66.8 SP231_181003135207 *SP231 =

i Learn mode = a = -
System Options ]
I 0% —
Zones 3 [ —
: . @
PeM [ octecios | L
Reporting ] ® Y .
Keypads, Expanders Re|
Temperature Sensors Ad ]
Wireless device was founded: Detector ID: 1, UID: 2082089
RS485 modules Rel Wireless device was founded: Detector ID: 2, UID: 2022840
Wireless device was founded: Keyfob ID: 1, UID: 2424025
| Event Suewnary | Wireless device was founded: Keyfob ID: 2, UID: 2123625
m .
Events Log | 1 0
Firmware ] 2 E ‘
3 The learning mode is enabled. Follow the instructions on
Remember password [ | 4 how to properly register your devices L
5 L |
Default settings 6 1
| Restore L Stop leam mode -
IMEI/Unique ID: 1 I
B868259025505218 RF receiver status: ONLINE Software version: 2 Hardware version: 67
Status: reading done Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role

Click the button Stop learn mode in order to finish sensor registration.

6. In TrikdisConfig application window, tab Wireless sensors - Detectors a list of registered wireless sensors
will be shown. The field Serial No. displays 7-digit codes, which must match the serial numbers of the physical
sensors (may be found on the back of the sensor or on the circuit board).

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 e =] b

| Read[F4]  Write[FS]  Open[F8]  Save(FS]  Disconnect
[ system Options |
| users = e | O sers
Zones
PGM [ Detectors | T
Reporting
Keypads, Expanders Rescan registered devices: . san
Temperature Sensors I Add device (Serial No): -
RS485 modules | Remove device (Serial No): I-
| Event Summary |
w ID___ Seriai No Device type RSSI  Testtime LED Bt
| Events Log l 1 |2082089 Magnetic contact  |N/A |7
== [ 2 [2022840 Infrared motion NA |7 =
e NA |0 O [

7. Detectors must be assigned to the zones of the circuit board and fields (window Zone inputs). When the
changes are done, click Write [F5].

Note: To remove wireless sensors from the memory of SP231:
1. Plug USB Mini-B to SP231.
2. Launch TrikdisConfig and click the button Read [F4].

2. In TrikdisConfig, activate the window Wireless sensors and type the serial number of the
sensor, which is intended be removed from the system. Click the Remove button. Click
Write [F5]. Wireless sensor is now removed from the memory of SP231.
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Detectors registration

Name

Description

Rescan registered devices

Rescan all registered devices

Add device (serial no)

To register device enter it's serial number and generate event (e.g. tamper)

Remove devices (serial no)

Using device serial number remove it from device list

Detector parmeters

Name Description

ID Device sequence number

Serial No Detector registration number

Device type Detector’s type

RSSI Received signal strength

Led Turn on/off led

Pet For motion sensor PET function can be enabled

Note: It is not available to change zone type.

Remove detector:

Select detector from list, its serial number should appear in field Remove device (serial no), also it is possible to
enter serial number manually. After this is done press Remove button.

Note: It is not necessary to delete detector's memory.

6.17.2 Sirens

Hw NP

Circuit board SP231 must be set to sensors learn mode.

Remove the lid of the siren.

Plug in the power supply of the siren.

The flash of the siren blinks for 30 seconds in long intervals. Once the indicator has stopped blinking, the

siren is ready to be registered.

® N o w

Push the button LEARN on the board of the siren.

The flash starts blinking.

Release the button. Once the flash stops blinking, the siren is successfully registered to the system.
Once registered, the siren appears in the list in the window of Learn mode. The serial mode of the siren

that is being registered must match the serial number which is shown in the window of Learn mode.

9. Click the button Stop learn mode in order to finish sensor registration.

10. In TrikdisConfig window, tab Wireless Sensors -» Sirens field Device type, a title Siren must appear and the
7-digit serial number of the siren must match the serial number that is written on the board on the siren.

11. Click Write [F5].
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# TrikdisConfig 1668 SP231_181003135207 *SP231 - i g
e pton | Wirdessemsos
s - U e
1 Zones ] —
[ PGm | Detectors [ | RF Pendants
1 Reporting J
I Keypads, Expanders | Rescan registered devices: -
I Temperature Sensors | Add device (Serial No): -‘
[_ RS485 modules l Remove device (Serial No): -
| Event Summary ]
[ Wireless sensors | I memmrsves —— -
| Events Log l | 1961404 Siren N/A
| Firmware l |12 0000000 NA |
— |3 0000000 N/A i
Sirens registration
Name Description

Rescan registered devices

Rescan all registered devices

Add device (serial no)

To register device enter it’s serial number and generate event (e.g. tamper)

Remove devices (serial no)

Using device serial number remove it from device list

Sirens parmeters

Name Description
ID Device sequence number
Serial No Siren’s registration number
Device type Siren’s type
RSSI Received signal strength
Note: To restore the factory settings of the siren:
Remove the lid of the siren.
2. Unplug the power supply of the siren.
3. Push the button LEARN and plug back the power supply to the siren.
4. Hold LEARN button until the flash of the siren blinks for 3 times.
5. Release the button LEARN. The flash of the siren will remain blinking for 30 seconds in long
intervals.
6. Once the flash of the siren stops blinking, the factory settings have been restored to the
siren.
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6.17.3 Pendants

1 2
In this tab registered pendants and keypads will be shown. B neE |~
Learning:
9 3 4
. ~
1) To start “Learn” procedure, press the button Start learning. ﬁﬁ:{x _pp* -
2) Press 3™ and 4™ buttons at the same time, orange LED will start blinking.
3) When orange LED stops to flash — release all two buttons.
4) In TrikdisConfig window Wireless sensors, tab Pendants, new pendant will be \,
shown. b
Note: Pendant also can be assign to user and partition in User window.
% TrikdisConfig 1.66.8 SP231.181003135207 *SP231 = O X
QProgram  poActions (@l Help
| Read[F4]  Write[F5]  Open[F8]  Save[F3)  Disconnect
e  ——————
[ | ‘ | Updatestatus  Startleaming | UpdateRSSI |
I_ Zones |
] PGM | bettdots Sirens-
l Reporting I
] Keypads, Expanders ‘ Rescan registered devices: . sean
]_ Ten'];?erature Sensors | Add device (Serial Na): -'
| Rs485 modules I Remove device (Serial No): . Remove
] Event Summary |
|7| 1D Serigi No Device type User Partition Button1 Button2 Button3  Button4
| Events Log | 1 2424025 Pendant remote cont: [NIZ N/A DISARM |ARM STAY  |N/A -
| Firmware | 2 2123625 Pendant remote cont |N/A N/A DISARM _|ARM STAY N/A »
; . 3 0000000 N/A N/A DISARM |ARM STAY N/A
Pendant registration
Name Description
Rescan registered devices Rescan all registered devices
Add device (serial no) To register device enter it's serial number and generate event (e.g. tamper)
Remove devices (serial no) | Using device serial number remove it from device list

Pendant parmeters

Name Description

ID Device sequence number

Serial No Pendant’s registration number

Device type Pendant’s type

RSSI Received signal strength

User Turn on/off led

Partition One from partitions

Button (1, 2, 3, 4) Select function of each pendant buttons

Cleaning pendant memory:

Pendant are saving information about receiver in inner memory, before learning it to new receiver, memory must
be cleaned.
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1. Press 2 and 3 buttons at the same time.

2. Wait until indicator LED will start flash green and red in turns.

3. Memory is cleaned up.
6.17.4 Registration of wireless keypad (FW2-ICON KP-8F)

1. Circuit board SP231 must be set to sensors learn mode.

2. Insert the batteries to the keypad and wait until you hear sound notification.

3. Press any key on the keypad. The registration of the keypad is finished.

4. Once registered, the wireless keypad appears in the list of Learn mode. The serial mode of the keypad that
is being registered must match the serial number, which is shown in the window of Registration mode.

5. Click the button Stop learn mode in order to finish keypad registration.

6. In TrikdisConfig window, tab Wireless Sensors - RF Pendants field Device type, a title Pendant remote
control must appear and the 7-digit serial number of the keypad must match the serial number that is
written on the back of the keypad.

7. Provide the number of the partition and and the number of the user to their relevant fields, Partition and
User.

8. Click Write [F5].

# TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - [ 4
£ Program &7 Actions 4 Help

| opone | Wirslesssensos

s | ‘  Updatestats | Startleaming O Updwerss

I Zones |

I PGM | Detectors  Sirens i lfl’ud-lsj

| Reporting |

l Keypads, Expanders | Rescan registered devices: -

| Temperature Sensors | Add device (Serial No): Ak

| RS485 modules | Remove device (Serial No): -

l Event Summary |

‘| I|I:> Serial No Device type User Partition Button1 Button2 Button3 Button4

| Events Log | 1 |2424025 | Pendant remote cont [N 7 S [V GO G I A L7

| Firmware | 2 2123625 Pendant remote cont [N/A N/A DISARM |ARM STAY N/A =
0000000 N/A N/A DISARM  |ARM STAY N/A

Note To restore the factory settings of the keyboard:

1. Insert the battery while holding the key [8] pressed.

Hold the key [8] pressed.

You will hear a sound notification after a few seconds.

Release the key [8]. The code of the administrator has been restored to its factory setting.
Enter the code [C][0000] on the keyboard. A symbol of the Key will appear.

Press and hold both SOS buttons at once.

You will hear a sound notification. The illumination of the keyboard will turn on and off.

© N o vk wN

You will hear a sound notification once again. The illumination of the keyboard will turn on
and off.

9. Release both SOS buttons. The factory settings of the keyboard have been restored.

Control Areas with Wireless Icon Keypad:
To control Areas with keypad enter User codes to the keypad:
The User Code 1 default is 1234. The next 7 User codes are blank.
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Example of adding user code # 2
1) Enter into programming mode
2) Presskey "2" + new 4 digits user code
3) The 1 second duration tone is played on code add/change.
4) Exit from programming mode
Register RFID tags:

The RFID Tag may be changed or added only while keypad is in programming mode. Up to 8 RFID Tags may be set
for keypad. The RFID Tag IDs are saved and ready after every keypad power up.

How to modify RFID Tag #1 (user 1):

1) Press key “1”and approach tag to

2) The 1 second duration tone is played on code add/change.

6.18 Setting of temperature metering report characteristics
Parameters required for transmission of temperature variation reports are indicated in the program menu
Temperature Sensors.

When temperature sensors are physically connected and power supply is on, the control panel SP231 will
automatically register sensor modules.

M TrikdisConfig 1.66.8 SP231_181003135207 *SP231 == i b g
& Program #" Actions 2 Help
_ | Read[F4]  Write[FS] ~ Open[F8)  Save[F3]  Disconnect
| System Options | T 1
|ID  Sensorname Serial No Temp Max'C Min"C Hyst High Low  High temp SMS Low temp SMS Delay|
|_ Users | [1 [Temp Sensor |0000000000000000 [N/A |35 9 2 [¢ | ¥ [High Temp Alarm Low Temp Alarm 5
] Zones | 2 Temp Sensor .| 0000000000000000 |N/A |30 2 2 [] [¥] |High Temp Alarm Low Temp Alarm 5
| PGM | |3 |Temp Sensor :|0000000000000000 |N/A |30 2 2 ¥ | ™ |[HighTemp Alarm  |Low Temp Alarm 5
— ‘4 Temp Sensor -| 0000000000000000 |N/A (30 2 2 [Vl | W [High Temp Alarm Low Temp Alarm 5
| Reporting | [5 |Temp Sensor :|0000000000000000 [N/A |30 2 2 W | M |HighTempAlarm  [Low Temp Alarm |5
| Keypads, Expanders | {6 |Temp Sensor 1/0000000000000000 |N/A |30 2 2 [v] | ™ [HighTemp Alarm  |Low Temp Alarm 5
| lemperature Sensors. | 7 Temp Sensor '| 0000000000000000 |N/A |30 2 2 vl | & [High Temp Alarm Low Temp Alarm 5
I_ RS“&MS . | ‘B Temp Sensor i 0000000000000000 |N/A |30 2 2 v [{l High Temp Alarm Low Temp Alarm ?
39 Temp Sensor !| 0000000000000000 |N/A |30 2 2 v %] |High Temp Alarm Low Temp Alarm 5
| Event Summary | {10 |Temp Sensor |0000000000000000 |N/A (30 |2 2 ¥ | & |HighTempAlarm  |Low Temp Alarm |5
| 1
Temperature sensor parameters
Name Description
ID Sensor sequence number
Sensor name Sensor name.
Serial Sensor registration number Numbers can be cleared (by entering zeros) ore copied (by
changing their order). To remove a sensor, enter 16 zeros in this field.
RT The existing temperature value measured by sensor, °C.
Max °C Maximum allowable temperature value, the excess of which will be reported. For such
purpose High must be checked.
Min °C Minimum allowable temperature value, below which the situation will be reported. For such
purpose Low must be checked.
Hyst Temperature hysteresis value is indicated.
High temp. SMS | Text, which will be visible in SMS message in case of set temperature excess, is entered.
Low temp. SMS | Text, which will be visible in SMS message in case of temp. below the set one, is entered.
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6.19 Setting of event reports

The program menu Event Summary contains other - out of zone - events which, if occurred, will be reported by the
control panel to the addressees in specified CID Codes and text.

L] TrikdisConfig 1.66.8 SP231_181003135207 *SP231 - O X
I System Options |
p— = = [ID Event name CiDCode  Enable  SMStext
I Users It Medical 100 M |Medical (=
| Zones [[2 |Fire 110 ¥ |Fire
| PGM I 3 Panic 120 [v] Panic
| - | 4 Duress Code Alarm 121 [v]  |Duress Code Alarm
L Reporting ] ‘S Sensor Tamper 1 [ |Sensor Tamper
I Keypads, Expanders | 6 High Temp 158 [¥  |High temp 3
I Temperature Sensors | 7 Low Temp 150 [ |Lowtemp
e == S i [v]
| RS485 modules | ‘B AC Failure 301 & AC Failure
- ‘ ‘9 AC Restore 301 [+/]  |AC Restore
| EVROL Y | 10 |Low Battery 302 [v]  |Low Battery
l Wireless sensors | n Battery Restore 302 [+ |Battery Restore
] Events Log | 12 System Reset 305 [v]  [System Reset
I = | 13 Battery Test Failure 309 [¥] |Battery Test Failure
STIWATE |14 Battery Missing/Dead n [  |Battery Missing/Dead
. -cul 2 = i
Remember password O ‘ 15 Over-current Aux 312 [+ |Aux Current Limit
16 [Bell Absent 321 [  [Bell Absent
7 [+
Defoult setiifgs 1 Bell Restore 321 |:J Bell Restore
18 |Bell Power E P (¥ |Bell Power
| Restore 19 |Exp Mod Failure 333 ¥ |Exp Mod failure
IMEl/Unique ID: ‘20 Exp Mod Restore 333 [v] Exp Mod restore
868259025505218 21 RF Receiver Jam Detection 344 [+ |RF Receiver Jam Det.
|52 F meneni iminating Tomdula &N Ik [ TS, ST —— i '
Status: Device: SP231  SN: 002601 BL: 5P231v2_boot_v1 FW: SP231_181003135207 HW: State: HID Admin role
Event report parameters
Name Description
ID Report sequence number
Event name Event (report) name
CID Code Report Contact ID code.
Enable The indicated report will be sent when it is checked.
SMS text Text which will be visible in SMS message is entered.

6.20 Event Log

Information on events recorded by the control panel is available in the program menu Event Log. Events are
registered by date and time of the internal clock. Memory capacity is at least 2000 last reports. Event storage time
does not depend on power supply of the control panel and internal battery, even if power supply is off the events
can be stored for more than 10 years.

Events are read from the control panel by clicking Read log button. Events are cleared by clicking Clear log button.
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M TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = O X
LProgram  SOActions @l Help
oo | i e
I Users I
I Zones I |Event No, CID code Time Event description |
I PGM I 2108 1234:1:333:00:002 2018-11-27 16:40:29 Expansion module failure. YG bus module 2 -
12107 1234:1:333:00:001 2018-11-27 16:40:29 Expansion module failure, YG bus module 1 =i
| Reporting | 2106 1234:1:302:00:000  [2018-11-27 16:39:44 Low system battery.
] Keypads, Expanders | 2105 1234:1:311:00:000 | 2018-11-27 16:37:33 Battery Missing/Dead.
I Temperature Sensors | 2104 1234:1:373:01:008 2018-11-27 16:35:38 Fire trouble. Partition 1, Zone 8
|Ea_5 . | 2103 1234:1:305:00:000 2018-11-27 16:35:28 System reset.
[poases 2102 1234:1:355:00:000 2018-11-27 16:35:25 Loss of Radio zones receiver,
| Event Summary | 2101 1234:1:627:00:000  |2018-11-27 16:35:25 Program mode entry.
I Wireless sensors 2100 1234:1:333:00:001 2018-11-27 16:14:50 Expansion module failure, YG bus module 1
I _ | 2099 1234:1:333:00:002 2018-11-27 16:14:50 Expansion module failure, YG bus module 2
— = | 2008 1234:1:302:00:000 2018-11-27 16:14:05 Low system battery.
I, Firmware | | 2007 1234:1:311:00:000 | 2018-11-27 16:11:55 Battery Missing/Dead.
o . - m 2096 1234:1:305:00:000 2018-11-27 16:09:50 System reset.
NS P ) | 2095 1234:1:312:00:000 | 2018-11-22 14:26:14 Power Supply Overcurrent.
- 2094 1234:1:321:00:000 2018-11-22 14:26:14 Bell 1 trouble
DERMR St Mg 2003 1234133300002 [2018-11-22 142420 | Expansion module failure. YG bus module 2
_ 2002 1234:1:333:00:001 2018-11-22 14:24:28 Expansion module failure. YG bus module 1
IMEI/Unique 1D 2091 1234:1:302:00:000 2018-11-22 14:23:43 Low system battery.
868259025505218 2090 1234:1:311:00:000 2018-11-22 14:21:33 Battery Missing/Dead. I
Status: reading done Device: SP231  SN: 002601 BL: SP231v2_boot_v1 FW: 5P231_181003135207 HW: State: HID Admin role
Event |Og parameters
Name Description

Line number

Event sequence number

CID code Object number and registered event report in Contact ID code.
Time Event date and time.
Log describe Event report text which was indicated for SMS message sending.

6.21 Control panel firmware upgrading

Run TrikdisConfig software, after connecting remotely or via USB cable to the control panel, while newer firmware
version is existent, the program will automatically offer to update your current firmware.

Note: If there is an installed antivirus software on your computer, it might block automatic update option. In this
case you must reconfigure your antivirus software.

The control panel firmware version can be upgraded (changed) in the program menu Firmware.

To do so:

1) From www.trikdis.com download the newest configuration software TrikdisConfig version.

2) Connect the control panel SP231 to a computer.

3) Open menu branch Firmware of parameter setting software TrikdisConfig.

4) Click Open firmware button and check SP231_xxxxxx.enc file., where xxxxxx — upgrade file version.

= |n order to save the previously entered data, check Preserve settings box.

5) To start the control panel software upgrading, click Start update.

= After the control panel software upgrading all the control panel parameters will by default be restored in
factory settings (unless Preserve setting box was checked).
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% TrikdisConfig 1.66.8 SP231_181003135207 *SP231 = = .
Lk Program & Actions 21 Help

[ il Rmwere

| Users

| Zones Firmware file

[ PGM O:\GAMINIAIPROGRAMOS\SP23 1\ Archyvas\SP231v2_180813114607.enc

| REpOrt!ng Press "Start update [F12]°

Preserve settings

| Temperature Sensors

IA I

f RS485 modules

| Event Summary

[ Wireless sensors

[ Events Log

|
|
|
|
: |
| Keypads, Expanders |
|
|
|
|
|

Remember password ]

7 Programming and control by SMS messages
The alarm system can be controlled and some parameters of the control panel can be changed by means of SMS
messages. All the control panel parameters can be changed by TrikdisConfig only.

To change the desired parameter of the control panel by SMS message, the SMS message of the following syntax
must be sent:

PSW[password] space [COmmand code] space [Command content]

Note. You must replace the factory set remote login code (123456) with the code known to you only, e.g., with
111111, by sending such SMS message: PSW123456 _ 98 111111

SMS messages must be started with capital letters PSW and 6-digit remote login password entered in the control
panel.

Symbol " _ " in the table means a space symbol in SMS text.

The control panel will send SMS message, reply to inquiry to the particular phone from which the inquiry was
received.

SMS command text Description

CFGxxxxxx _, 01 _ CCCC # PPPPPPPPP # Adds phone number to user. Command can be sent from
any phone number.

01 — command number, CCCC — user code, PPPPPPPPP —
user phone number.

Example adding a phone number to the user which code
is “1234”: CFG123456 01 1234#+37061111111#

PSWixxxxxx _ 10 _ AAA.AAA.AAA. AAAHPPPP# Set the first IP address and port number.
AAA AAA.AAA.AAA — IP address
PPPP — Port number

PSWxxxxxx _ 11 _ AAA.AAA.AAA.AAAHPPPPH# Set the second IP address and port number.
AAA AAA.AAA.AAA — IP address
PPPP — Port number

PSWxxxxxx _ 12 _ APN#LOGINH#PSWHENCHPING# Set SIM1 card access to GSM network settings. And
general network settings.

APN — access name (up to 50 characters),
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SMS command text Description

LOGIN — user name (up to 29 characters)

PSW — user password (up to 29 characters)

ENC - data encryption key (6 characters)

PING — report sending interval (10 — 65000).

After each value, enter the end symbol #,

e.g., PSW123456 12 APN#LOGIN#PSW#123456#180#

If operator requires no indication of access to APN,
neither LOGIN nor PSW, then SMS message should look in
such a way: PSW123456 12 APN###123456#180#

PSWxxxxxx _, 13 _ APN#LOGIN2#PSW2# Set SIM2 card access to GSM network settings.
APN — access name (up to 50 characters),
LOGIN — user name (up to 29 characters)

PSW — user password (up to 29 characters)

PSWxxxxxx _ 50 N Change the status of Nth PGM output into opposite, if it is
set into ,,Remote Control®.

N values: 1, 2, 3, 4, 5.

PSWxxxxxx 5N _ 0 Change the status of Nth PGM output into OFF, if it is set
into ,,Remote Control*.

N values: 1, 2, 3, 4, 5.

PSWxxxxxx _ 5N 1 Change the status of Nth PGM output into ON, if it is set
into ,,Remote Control*.
N values: 1, 2, 3, 4, 5.

PSWxxxxxx 57 NHST N - PGM outpur number. N values: 1,2,3,4,5,... 32.

ST — change the output mode to enabled if ST value is
equal to 1. Change the output mode to disabled if ST
value is equal to O.

PSWxxxxxx _ 58_PGM#TIME Pulse PGM output actuation for the specified time is On.
Also, the specified time rewrites the previous time in the
control panel settings.

PGM — PGM output number.
TIME — time in seconds up to 999999.

PSWxxxxxx _, 59 Reset two-wire smoke detectors which are connected to
the input ZN8.

PSWxxxxxx _ 60 _P#S Enable the arming mode of the desired partition the
number of which P (1-8):

S values:

change numbers 0 — into Disarm, 1 — into ARM, 2 —into
SLEEP, 3 —into STAY.

PSWxxxxxx _ 80_NN_S Enable BYPASS mode for the zone the number of which
NN.

NN values: zone number 01 — 32.
S values: number 1 — BYPASS On, and 0 — BYPASS Off.

PSWxxxxxx _ 94 N Enable connection to the Protegus server.
N values: 1 — enable, 0 — disable.
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SMS command text Description

PSWxxxxxx _, 96 _ yyyy/mm/dd#hh:mm# Set the control panel date and time.
yyyy — year, mm — month, dd — day, hh — hour,
mm — minutes.

PSWxxxxxx _ 97 _ 1 Send SMS message with all temperature sensors values.

PSWxxxxxx _ 97 _ 2 Send SMS message with the present activated arming
mode (DISARM, ARM, STAY, SLEEP) of partitions.

PSWxxxxxx _, 97 _, 3 Send SMS message about PGM output statuses.

PSWxxxxxx _ 97 _ 4 Send SMS message about zone statuses and power supply
condition.

PSWxxxxxx _ 97 _ 5 Send SMS message about GSM field strength, modem
IMEI number and control panel software version.

PSWxxxxxx _ 98 _ 777777 Set new 6-digit code for the control panel control by SMS
messages.

777777 - new code

PSWxxxxxx _ 99 Reset control panel.

8 Remote control

8.1 Control via Protegus cloud

Users may control the alarm system remotely via Protegus. The users will also be able to see the status of the system
as well as to receive notifications about the evens in the system.

1. Download and launch Protegus app or use the portal on the web, which may be accessed via following link:

WWWw. protegus.eu/login.
g. protegus

X web

g Get it on

),

GETIT ON
» Google Play & iTunes

2. Login using your user name and password or register as a new user to the system.

3. Click Add new system and input SP231 IMEI/Unique ID number, which may be found on the physical unit or
on the sticker on the package of the unit.

Add new system @

ke Enter the IMEI code. You can find it here:

- on the package;
é - on the back of the controller housing;

- TrikdisConfig as a Unique ID.

IMPORTANT:  When connecting SP231 to Protegus, the unit must be:

1. Inserted with an activate SIM card and successfully entered PIN code (or disabled PIN
code).
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2. Protegus Service is enabled;
3. Power supply ON (,,PWR” LED is blinking green)
4. Registered to the network (,,NET1” LED is flashing in green and blinking in yellow).

[ ] TrikdisConfig 1.66.8 SP231_181003135207 *SP231
¥ Program #oActions (@1 Help

Reporting to CMS ( SMS & Call Reporting SMS texts to user  SIM/GPRS settings

l System Options

If R5485 IP transmission module is connected, it is main channel with Protegus Cloud

|

| Users |

[amie |

| PGM |

[ﬁl Enable Connection !

e il O — Access code T

I, Keypads, Expanders l .
|

I Temperature Sensors

With Protegus app the user is able to:
1) Receive notifications of the events. The app stores all the notifications about the events in the registry of
safety events.
2) To see current status (enabled/disabled) of the alarm system and amend it.
3) To see the current outputs of SP231 PGM (enabled/disabled), when the option ,,Remote contro

4) To grant other users with the specific rights, in order to maintain or control the system.

|II

is set.
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